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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2.
For information about how to install or update to this version, see the Infinity Platform Installation and
Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2.
For information about how to install or update to this version, see the Infinity Platform Installation and
Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 17) or higher to integrate with Blackbaud
NetCommunity 7.2. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2,

Previous references to the 7.2 release mentioned that it would be called version 7.1 Service Pack 6.
However, due to the nature of the enhancements included in this release (such as adding Blackbaud
Checkout to various parts), this update is 7.2 instead.

Janrain is now Akamai

Akamai Technologies recently acquired Janrain and renamed their customer identity and access
management (CIAM) product to Akamai Identity Cloud.

Integration with this third-party authentication service enables your organization to manage multiple
logins for your Blackbaud NetCommunity website and social network websites, such as Facebook and
Twitter.

Existing Janrain integrations require no updates: the functionality and configuration for this integration
has not changed. You'll simply notice the rebrand and updated website information for the company.
Your original Janrain dashboard remains at https://dashboard.janrain.com/.

We're updating our help documentation to reflect the rebrand to Akamai. However, some
documentation may continue to use the legacy name, Janrain.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
https://dashboard.janrain.com/
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To set up this integration, follow the directions in our documentation for Janrain or Akamai.

Blackbaud Checkout Enhancements

Forms
With Version 7.2, these now also use Blackbaud Checkout.

» Event Registration Form part

e Payment 2.0 part

Donation 2.0 Enhancements

In this release, we've made several new enhancements to the Donation 2.0 part.

Remember that in version 7.1 Service Pack 5, the Donation Form - Mini (Beta) was renamed and is now
called Donation 2.0. This form also uses Blackbaud Checkout.

Support for Direct Debit(ACH)

To enable donors to contribute gifts via Automated Clearing House (ACH), you can now enable Direct
Debit when you setup payments on a donation form part.

From the part editor, select Payment Setup and choose whether to enable direct debit payments, credit
card payments, or both payment methods. When you enable direct debit payments, donors will enter the
name of the account holder, their bank name, the account number, and the routing number (or sort
code) to complete the payment. Based on where the donor lives, they may be required to enter
additional information.
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Enter Debit Information

Account holder's name *

Bank name *

Account number *

Fouting number *

Due Todav

$70.00
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Support for "Other" Designations

When your organization selects to Enable Other Designation on a donation form, the donor can select
Other under Designation and then enter which fund should receive the donation. This information also
appears on the confirmation page for the donation and in acknowledgment emails.

An admin then links the donation to the appropriate fund from Raiser's Edge when the admin processes
transactions through the Blackbaud NetCommunity plug-in.

Your organization can customize the caption text that appears in labels for this functionality, such as
"How would your like to direct your donation?"

Match Event Guests to Constituents in Raiser's
Edge

When an individual registers to attend an event, and the primary registrant brings a guest to the event,
you can now match the guest to constituent in Raiser's Edge when you process the event transaction in
the Blackbaud NetCommunity plugin. Previously, you could only match the primary registrant.

When you process the event transaction, the plug-in now automatically attempts to match each guest to
an existing constituent in Raiser's Edge. Administrators can also search for existing constituents and
manually link a guest to an existing constituents.

If no existing constituents match the guest for the event, an event administrator can select to create a
new constituent record in Raiser's Edge for the link. Alternatively, you can decline the option and not
create a new constituent; the guest will be noted in the same way that the guest would have been
handled before this update.

Email Enhancements

With this update, it's easier for email recipients to unsubscribe from email messages without harming
your organization's reputation for SPAM compliance.

If an email recipient uses a supported email provider and your organization's email domain is in good
standing as a sender (SPAM Compliance), then an unsubscribe link appears automatically in the header
of the email in the email application (such as Google Gmail)

When a recipient selects this link, the recipient is handled as though the user selected to globally
unsubscribe from a Blackbaud NetCommunity communication form. This does not harm your
organization's domain reputation.



Maintenance Changes

Blackbaud NetCommunity version 7.2 also includes these changes.

Bug Fixes

Google Analytics no longer generates the analytics.js "ga" code which Blackbaud Netcommunity
needs for site tracking. Instead, Google Analytics only generates the gtag.js "Google Tag Manger"
code by default. This default may prevent the confirmation screen from appearing on your
donation forms. To resolve this issue, go to Administration and Sites & settings. Then Edit the
site tracking code. In the first line of the code, replace the word aync with aync="true". Save your
changes. These directions are also included in the Blackbaud Customer Support Knowledgebase
article 114068.

We improved the performance of Donation 2.0 forms. Specifically, the form now loads faster when
it includes many countries as options in the drop down menu.

Previously, if a user submitted a payment for an Event 2.0 part and included extra whitespace after
the cardholder name, the cardholder's last name sometimes appears blank in the Raiser's Edge
plugin. The first name still appeared as expected. This is fixed; extra spaces in the name are now
handled without issue.

Previously, an error caused eReceipts to generate blank .pdf files for a small number of
organizations with Spark. This is fixed; the files are generated with the appropriate content for
eReceipts.

Previously, if an organization used Donation forms but didn't have the Tribule module, an error
could occur. This is fixed.

Recently, users who did not have full Supervisor rights were unable to view the "honeycomb" email
report. This is fixed. Users who have access to manage emails can view the email reporting data
included in this report.

Previously, if an organization linked a Membership form to a Payment 2.0 part, and selected for the
email confirmation to include membership members and additional members, an error prevented
the names of the additional members from appearing in the confirmation email. This is fixed; all
the names appear as expected.

Recently, an error caused gifts to intermediate appear and disappear from scrolling donor display
and fundraiser dashboard results. This is fixed; the results are consistent and correct.

To ensure we provide the latest security enhancements for Blackbaud Netcommunity, we
upgraded jQuery to version 3.4.1. We recommend that all clients upgrade apply version 7.2 to
ensure they take advantage of the latest security enhancements.

Patch 1

Previously, when an Event 2.0 form with Blackbaud Checkout was used to register multiple
attendees, an error caused guest names to be duplicated in the acknowledgment email sent to the
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user. This is fixed.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 1. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 1. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 17) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 1. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 1.

Donation 2.0 Enhancements

In this release, we've made several new enhancements to the Donation 2.0 part.

Donor Name

The Donation 2.0 part will use the donor's name based on the Donation Form
e via the user details (if the donor logged in)

 or data entered in the personal information step.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
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If the personal information step is not configured and the donor isn't logged in as user, then information
entered in Checkout will be used.

Support for Pledge Installments

The Donation 2.0 part now includes an option which administrators can enable to accept Pledge
Installments as a Gift.

A pledge is a promise to pay a specified amount over a set period. Pledges are paid in one or more
installments.

1. To enable this, select All Pledge Installment gifts when you configure the part. By default, it isn't
enabled.

2. Then choose the options that will be available to donors for the frequency of their pledge
installments.

e Monthly
e Quarterly
e Semi-annually
e Annually
3. Reorder the frequency options or add captions to customize how they'll appear to donors.
4. Configure the remaining settings.
These are similar to the settings available for Recurring Gifts in a Donation 2.0 part.

For example, you can determine a maximum to limit the number of installments that make up
donor pledges. Otherwise, donors can enter a installment number between 1 and 99.

You'll also determine what payment methods are accepted, as well as messages for
acknowledgments and confirmations.

When a donor selects to make a pledge, the donor determines the
e Total pledge amount
» Frequency of installments
e Number of installment
 Start date of the first installment

and then provides the appropriate provide credit card or direct debit information for payments.

Note: The "Bill me later" option is not available for pledge installments.

Merge Fields for Direct Debit

Merge fields for Direct Debit are now enabled by default for use on the Acknowledgment Email and
Confirmation Screen.

Previously, if you wanted those merge fields, an admin had to configure them to be available first.
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Merge Fields for Credit Card

An admin can now configure merge fields for Credit Card for use on the Acknowledgment Email and
Confirmation Screen.

eReceipts for Direct Debit for the United Kingdom

In a previous release, Donation 2.0 forms were updated to support Direct Debit for the United Kingdom.
(Your organization's culture is set to UK.)

In the current service pack, Direct Debit Receipts are also supported when you use a Donation 2.0 form
with direct debit for the United Kingdom.

A merge field for the Direct Debit Receipt URL can be included in the Acknowledgment Email and
Confirmation Screen.

eReceipts

Now, eReceipts are supported when you use a Donation 2.0 form for Credit card and Debit card. An
admin can enable them in Sites and Settings.

A merge field for the eReceipt can be included in the Acknowledgment Email and Confirmation
Screen.

Tiny MCE Editor

With this release, all Tiny MCE editors were upgraded to version 4.9.6. You'll use these to add and edit
HTML content in a "what you see is what you get" (WYSIWYG) experience.

Blackbaud Checkout: Membership Part

This release updates the Membership part to use the re-factored transaction processing architecture
and integrate with Blackbaud Checkout.

1. Edit the Membership part.
2. Select Credit Card as a payment method.
3. Checkout is disabled by default.

Select Add Checkout to enable it.

Note: Currently on a part editor, when Checkout is enabled and the selected merchant account
supports Checkout, the checkout overlay will appear. However, if the selected merchant account does
not support Checkout (ie. it uses (IATS) instead), then the part will use a Blackbaud Secure Payments
page for credit card payments. If Checkout is disabled on the part editor, the part uses Direct to
Payment, regardless of the selected merchant account.
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The Help menu now includes a clickable hyperlink to Training. Select it to view the current curriculum
available from Blackbaud University.
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Maintenance Changes

Blackbaud NetCommunity version 7.2 Service Pack 1 also includes these changes.

Bug Fixes

We improved the performance of Donation 2.0 forms. Specifically, the confirmation screen now
loads faster when eReceipts are not enabled.

Previously, when a user created a Donation Form 2.0 part and attempted to edit the text on the
Language tab, an error caused the live form to show the default text instead of the saved
customized text. This is fixed; the text entered and saved on the Language tab now correctly
appears on the live form.

Previously, if eReceipts were enabled, donors who submitted transactions experienced a slow
loading page. Some donors submitted duplicate transactions when they believed the donation
was unsuccessful. This is fixed; the page loads as expected when the donor selects Donate Now.

Previously, an error caused the mini donation form part to use the Email or Phone Type based on
the first Phone Type in the Tables configured in Raiser's Edge, instead of the type configured in
the Sites and Settings for Admin in Blackbaud NetCommunity. There was a workaround
(KnowledgeBase article: 114861). This is fixed; the mini donation form part now uses the correct
settings from Blackbaud NetCommunity.

Previously, if the Raiser's Edge integration was set to regularly import data, but Raiser Edge 7
was down during the scheduled import time, events would briefly disappear from the Event
Calendar in Blackbaud NetCommunity until Raiser Edge 7 was restored and the integration
imported data again. This is fixed; the events continue to display even when the integration can't
import data because it's data source is down.

Previously, if a user only had email rights, an error prevented the user from using any export
functions (message reports, bounces, opt outs, not-sent). When the user attempted to view the
Select Export page, the page appeared to load but the export wasn't downloaded. This is fixed;
users with email rights can successfully download exports. Users with supervisor rights never
experienced the error.

Previously, when a user inserted the email sign up form part on a Blackbaud NetCommunity
page, the style sheet for the part override the site style. Now, the email sign up form part displays
based on the site style sheet (correct priority).

This release updates the reCAPTCHA integration for user registration forms to strengthen
resistance to spam bots.

This release also includes multiple security fixes.
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New Features for 7.2 Service Pack
2
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 2. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 2. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 17) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 2. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 2.

Matching Gifts in Donation 2.0 Forms

To help you maximize donations, Donation 2.0 forms now support matching gift options. Previously, this
option was not available in 2.0 forms.

With this update, you will find the following enhancements:

e When you edit a form, you can select Allow matching gifts under Donor options to have the
matching gift option appear on the form.

e On the Language tab, you now see a Matching Gifts option under Categories. When you select
this option, you can change the display text on your forms from the default.

e When you design your acknowledgements and eReceipts, you now can add matching gift merge
fields to better customize your emails.

e Matching gift merge fields are also available to customize your confirmation screen.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
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Maintenance Changes

Blackbaud NetCommunity version 7.2 Service Pack 2 also includes these changes.

Bug Fixes

We addressed an issue with the Date of Birth field on email signup forms when the country was set
to The Netherlands. Previously, you could receive an error when entering the date of birth
manually or from the calendar, even when the date was valid.

We addressed an issue with viewing eCards. When using classic donation forms that included
eCards, the eCard recipients could receive an error when viewing the card. This only happened
when the cards were generated from a donation part and not from an eCard part.

We addressed an issue with Donate links in Team Fundraiser. Previously, when a donor selected
the "Donate” link on a Team Fundraiser page, they could receive an error.

We addressed an issue with the number of transactions in different reports. Previously, the number
of transactions in the Email Summary Report could differ from the Transactions field in the
"honeycomb” report, the summary on the Additional Information report, and the number of
records exported in the Details report.

We addressed an issue with registrant names on Event 2.0 parts. Previously, the Registrant Names
could be blank when you looked at the See Who is Coming list for the event. This happened when
duplicate attendees existed on the event and the attendee list opt-in attribute was selected on the
Attendees, Attribute section in Raiser’s Edge.

We addressed an issue with event calendar parts. Previously, the options to add images and links
were sometimes missing in these parts.

We addressed an issue with unengaged recipients. Previously, email addresses for constituents
who had clicked a link in the last 6 months were incorrectly included in the Unengaged Recipient
list when you filtered the list for the last 6 months.

We addressed an issue with click-through numbers. Previously, the numbers could be different in
Blackbaud NetCommunity and in Raiser’s Edge. Specifically, click throughs that appeared on
Blackbaud NetCommunity sometimes did not appear in Raiser’s Edge records.
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New Features 7.2 Service Pack 3

Single Sign-on NetClassroom and Faculty Access forthe Web ... ... ... .. ... ... ... 17

This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 3. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 3. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser's Edge 7.96 (with Patch 17) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 3. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 3.

Single Sign-on NetClassroom and Faculty Access for
the Web

If a user is locked out of Blackbaud NetCommunity because they exhausted their password attempts,
they are no longer able to access Blackbaud NetCommunity from NetClassroom or Faculty Access
for the Web using single sign-on. An admin must unlock their account before they can use single sign-
on again.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx

18 CHAPTER 7




19

Maintenance Changes 7.2 Service Pack 3

Blackbaud NetCommunity version 7.2 Service Pack 3 also includes these changes.

Optimizations
Blackbaud NetCommunity version 7.2 Service Pack 3 also includes these optimizations.

» The Payments Workflow has been optimized for Donation 2.0 part. Donation 2.0 will now display a
message indicating that the transaction is being processed before the confirmation page appears.
This message can be configured under the Language tab. We recommend that you do not exceed
250 characters in this message. We have also implemented a Business Process called “Process CMS
Transaction Business Process” that repairs transactions that have been authorized but were not
immediately downloaded when using Blackbaud Checkout. This process runs every 15 minutes to
make the repair and perform all post-transaction activities, such as acknowledgements, eReceipts,
honeycomb update, and notifications.

» We have strengthened field-level encryption for sensitive data, such as personally identifiable
information.

Bug Fixes

Blackbaud NetCommunity version 7.2 Service Pack 3 also includes these bug fixes.

e We fixed an issue with registration status. Previously, when you processed event registrations
through the Blackbaud NetCommunity plugin in Raiser's Edge, the Registration Status Date was
not added to the participant record.

» We fixed an issue with duplicate registrants. Previously, if you entered a space at the end of the
participant's last name for an event, the registrant was incorrectly duplicated in Raiser's Edge. In
addition, the constituent appeared as "Do Not Register."



20 CHAPTER 8




NEW FEATURES 7.2 SERVICE PAack 4 21

New Features 7.2 Service Pack 4
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Security Check for Uploading Files ... .. . . ... 22

This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 4. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 4. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 21) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 4. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 4.

Silverlight Deprecation

Microsoft will discontinue support for Silverlight 5 on October, 2021. In preparation, we have deprecated
parts that use Silverlight. The following parts are deprecated.

e User Networking Manager
e My Friends
e User Link Module
In addition, the following features are also affected.
Directory Pages
* The option to send a message via User Networking under Directory has been removed
e The User Networking has been removed on the Edit User Record screen
Notification Templates

» Email Notification templates specific to User Networking Manager have been removed. In
addition, constituent type notifications that use User Networking Manager are no longer available.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
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Access Control Logging

We have enhanced logging of access control events to include both successful and failed login attempts
using Windows Event Logs.

New Password Complexity Requirements and
Expiration

We have changed the password complexity requirements.
¢ Minimum length has increased from 8 to 12 characters
e Passwords must include:
e Both numbers and letters
o At least one special character (#/$/%/8/@, etc.)
e Uppercase and lowercase letters
e Passwords cannot include the registrant's name(s), user ID, user name, or organization name
e Passwords cannot match any of the last six passwords

If an existing user has a password that does not meet the new criteria, they will be prompted to reset
their password before they can continue.

For more information about changing password requirements, see Knowledgebase Solution 195804.

Security Check for Uploading Files

We have added new security checks when you upload files or images to the system.


https://kb.blackbaud.com/articles/article/195804
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Maintenance Changes 7.2 Service Pack 4

Blackbaud NetCommunity version 7.2 Service Pack 4 also includes these changes.

Bug Fixes
Blackbaud NetCommunity version 7.2 Service Pack 4 also includes these bug fixes.

» We fixed an issue with email content. Previously, when you added a conditional content block to
an email message and then edited the HTML souce code for the email, the content that appeared

after the conditional content block was incorrectly removed.



24 CHAPTER 10




NEW FEATURES 7.2 SERVICE PAck 5 25

New Features 7.2 Service Pack 5

Improved Login Security ... 25
Remember Me for Login Information ... .. . 25
Internet Explorer 11 25
TinyMCE Upgrade ... 26

This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 5. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 5. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 22) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 5. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 5.

Improved Login Security

With this update, Blackbaud NetCommunity will lock user accounts for 10 minutes after five
consecutive unsuccessful login attempts. This now includes third-party functionality using single sign-on.
For more information about password requirements, see New Password Complexity Requirements and
Expiration on page 22.

Remember Me for Login Information

The "Remember me" option for login information now does not remember your user name after you
close your browser session. Previously, it still remembered you if you closed your browser session but it
had not been 24 hours. Now, you must re-enter your user name if you log in after 24 hours or if you close
your browser session.

Internet Explorer 11

Blackbaud NetCommunity no longer supports Internet Explorer 11.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
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TinyMCE Upgrade

We have upgraded TinyMCE to version 5.7.1 in Email Template, Email Messages, Layouts, Discussion
Groups, and FTI.
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Maintenance Changes 7.2 Service Pack 5

Blackbaud NetCommunity version 7.2 Service Pack 5 also includes these changes.

Bug Fixes
Blackbaud NetCommunity version 7.2 Service Pack 5 also includes these bug fixes.

» We have fixed an issue with the free classic Event Registration form. Previously, the form was
generating a reCAPTCHA error when someone tried to register.

» We fixed an error when changing an existing image to a different image in the Image Library.

Previously, the image was not added and you could not revert to the original image.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 6. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

This section provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 6. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 24) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 6. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 6.

Multi-Factor Authentication

To improve security, we have implemented multi-factor authentication (MFA) for Blackbaud
NetCommunity. Under Sites & Settings, Settings, you can now see the new Multi-Factor
Authentication Setup section.


https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/files/support/guides/bbnc/bbinstal.pdf
https://www.blackbaud.com/support/support.aspx
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Tasks Settings
Configure global settings to apply to all the sites that you create. These organization-wide settings apply to your default site, as well as any parent or child sites.
kel Save ﬂ Help

Genera Web services Caching Schedules Financial Education Social media APL

MultiFactor Authentication Setup
Enable MFA
Selecting this option will enable MFA for all your parts which provide legin capabilities.

MFA Code Email Setup

Setup MFA Code Emall Click this button to setup MFA Code Email

Email Address Change Email Setup
| Setup Address Change Email |

Click this button to setup Email Address Change Email

There, you can enable MFA and set up emails to send the MFA code and address changes.

Login Experience

When you log in, you now see a request to verify your identity. Select Send Code to receive a multi-
factor authentication code via email.

Verify My Identity

For your protection, we will send you a security code to the
following email address:

*vid@blackbaud.com This is not my email

Cancel Send Code

If you do not have an email address on file, you will be prompted to enter one.

User Login Part

The User Login Part now includes a link to MFA Code Email, which allows you to access and edit the
MFA code email template. You can also use the new Change Email Address Email option.
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' Forgotten Password/Username Email ' New User Registration Email ~ ~ MFA Code Email ~* Change Email Address Email

User Login : 9 june user login test colos (Edit Part)

Design Helplets Language Properties Usage Targeting & security Tags

Social website login

[ Enable social website login Select this field to display the socal site icons on the login page.

Captions and properties

Select titles and hyperink captions for the web page, You can edit the text to appear on the page on the Language tab.

Login
New User Registration

Forgotten Password/Username
In addition, the Language tab on the User Login part includes a new category for "Multi-factor
authentication." This allows you to customize verification popups and data entry validations.
User List
We have also updated the user list to include a filter for Email Verification Status for each user.

Filter by email status:

All v
" Missing
- Verification pending

Verified

Email Address and Password Reset

To improve security, we have made the following enhancements to email address and password
management.

 All user accounts must now have an email address on record. When you log in to Blackbaud
NetCommunity, if you do not have an email address on record, you will be prompted to enter
one.

e When you need to reset your password, you now enter the old and new passwords in the same
screen rather than separate screens.

* When you change your email address, you now receive an email to your old email address
notifying you of the change.

e Admins can configure how long passwords will last before they expire in the web.config file, under
the setting "PasswordExpirationDays." The expiration time must be between 90 and 365 days.
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Configure Account Lockout Duration

Admins can now configure the account lockout duration to better manage how login attempts are
handled. In Sites and Settings, under Registration and login options, you can see the lockout options.
The number of attempts must be between one and five, and admins can adjust the lockout duration to
any length of at least 10 minutes.

Note: Users can't access their account after a lockout (even after a password reset) until the lockout
time period ends.

eStore

eStore functionality has been deprecated.

TinyMCE Upgrade

In a previous version, we upgraded TinyMCE to version 5.7.1 in Email Template, Email Messages, Layouts,
Discussion Groups, and FTI. With this release, we have upgraded to version 5.7.1 for the rest of the
application.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 7. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 26) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 7. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 7.

Bug Fix

Previously donation 2.0 forms were not showing as ADA compliant when they were run through third
party ADA compliance tools such as Sitelmprove. This is fixed.

Optimized Payment Workflow for Checkout
Functionality on Membership

Membership will now display a message indicating that the transaction is being processed before the
confirmation page appears.

When using Blackbaud Checkout, the process that repairs any transactions that have been authorized
but not immediately downloaded has been modified to handle pending authorized membership
transaction. This process runs every 15 minutes to repair and perform all post-transaction activities, such
as acknowledgements, Ereceipts, honeycomb update, and notifications.


https://www.blackbaud.com/support/support.aspx
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Updates due to End of Service for Blackbaud
Direct Marketing

Due to the end of service for Blackbaud Direct Marketing, the following updates were made to
Blackbaud Netcommunity:

1. Finder number options were removed from the Ul.

2. The webservices credential option to communicate with Blackbaud Direct Marketing was
removed.

3. Adeprecated message displays for Blackbaud Direct Marketing - Blackbaud Netcommunity
services in configuration info.

Upgrade to .Net Framework 4.8

We have upgraded the .NET framework to 4.8.

JQuery upgrade to 3.6.0 version

To ensure we provide the latest security enhancements for Blackbaud Netcommunity, we upgraded
jQuery to version 3.6.0.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 8. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser's Edge 7.96 (with Patch 27) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 8. For Customer Support assistance, visit Blackbaud's website.
This release of Blackbaud NetCommunity is version 7.2 Service Pack 8.

Bug Fixes

This fix addresses an issue with the Donation 2.0 Form in Blackbaud NetCommunity. Previously,
pressing continue caused the page to stay in the same location without navigating back to the top
of the form.

e This fix addresses an issue with cross-site scripting in Blackbaud NetCommunity.

* This fix addresses an issue with Blackbaud Checkout in Blackbaud NetCommunity. Previously,
PayPal offered in Blackbaud Checkout was unable to complete a transaction.

 This fix addresses an issue with updating the password on the user profile page in Blackbaud
NetCommunity. Previously, users encountered an error message when updating the password on
the user profile page.

 This fix addresses an issue with the Membership Form in Blackbaud NetCommunity. Previously,
recurring memberships were not tokenized.

 This fix addresses an issue with the Registration Gift Amount merge field in Blackbaud
NetCommunity. Previously, the Registration Gift Amount merge field in the Event Registration
Transaction Notification email displayed as negative.


https://www.blackbaud.com/support/support.aspx
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Optimized Payment Workflow for Checkout
Functionality in Event 2.0

With this release, Payment Workflow functionality has been impacted and several changes have been
made. The functionality works much like Donation 2.0 checkout. The state of each transaction is logged
as art of this implementation. Users can view the CMStransactions table in the database which contains
entries of the correct status for each checkout transaction, review each scenario possible with Checkout
transactions and check other transaction types like Bill me later.

In case of a failed transaction, the business process picks the transaction from the current state and
repairs it. If the Event 2.0 page is sent via an email job / message, the transaction data will be reflected in
the honeycomb report. Event 2.0 will now display a message indicating that the transaction is being
processed before the confirmation page appears.

The Business Process called” Process CMS Transaction Business Process” that repairs transactions that
have been authorized but were not immediately downloaded when using Blackbaud Checkout, has
been modified to handle pending authorized membership transactions as well. This process runs every
15 minutes to make the repair and perform all post-transaction activities, such as acknowledgements,
honeycomb update, and notifications.

Password Reset Functionality

With this release of Blackbaud NetCommunity, password reset functionality is now operating in phase

2. To learn more, view Blackbaud NetCommunity 7.2 SP8 Password Security Update Preview And Actions.

1. Sites & Setting Configuration:

a. Existing behavior: To publish any site, that site must have a home page and Member
login page configured.

b. From Sites & Setting to the Setup Login page, select the Login page which you want to
use for password reset.

Registration and login options

Member login page: [ Login

The password must be at least 12 character: s §, # %, *) and one lowercase letter or one uppercase letter.
The password ¢

-annot contain your

Password minimum length: | 12
Lock account after attempts: |5
Account lockout duration: ‘ 30 | Minute(s)

c. Login page and email template:

i. If no page is selected in the Sites & Setting Member login page for the
selected site (or incoming request site), then it will use Default site login
configuration.

ii. In administration modules / areas it will use the current logged in site or the
site chosen from the site menu.


https://community.blackbaud.com/blogs/66/8379
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i:lview site =& Create ¥ 8 History ¥ (y Site explorer ¥ | | Email ¥ ,5 Users & security ¥ a Administration ¥
Blank Client Site (change) > Sites & settings
Sites & settings
3 Copy i’} Go to site -1 New site
4 ) Blackbaud
4 [sg Blank Client Sites/ Teeks D o i by Sit e
- - asks ettings argeting & securi ite contents
@ childsite = getng ¢
4 &) ite f vord . : e % . )
g [y SRR Passwon Select site-specific settings to design the default site for its intended audience. The default site inherits global setting
£3) myTestSite2
website.
&) mysite
@ myRootSite2 [l Save @ Help
General

iii. If there is no default site or default does not have a login page configured,
then it will use the default email template content stored in the database (non-

configurable) with the login.aspx page for password reset.

Note: Any login page will only be considered as configured if it has an email
template setup with a password reset link (Forgot password and new user
welcome email templates).

iv. The application will only be sent to the user for the raised request because
the user ID is known. It will not display all users belonging to that email address,
as we see in the case of password reset from the User login section.

v. After upgrading to this feature, the customer admin needs to edit their new
user welcome email template to include the Password Reset Link.

2. User Login Section - Welcome Email Changes:

a. To provide multiple uses for the User Login section, the conditional merge field section
was implemented to be used only when a user is added by an administrator. The display
differentiates users that registered themselves from users that were added by an
organization site administrator. This prevents confusion for users who registered themselves
via the login page on the site, and already created a password.
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More options...

Merge Fields X

ans-serif ™ Double-click E Y E =
L [ profile Fields
P v = = BuserFields
= First Name
Last Name
Username
Time Zone
nmunity! E] password Reset Link Fields
[ElSelf Registration Password reset Link
ining our online Self Register Begin Section our referenc
share your pass Password Reset Link
Self Register End Section
[E] User Administration Password Reset Link
User Admin Begin Section
int to review ou Password Reset Link
site. User Admin End Section

| th you and hupu UIUL yUU U Y YU VNI AP OGS,

b. There is a separate section that includes the Password Reset Link merge field for use in
welcome emails that are generated when a user is added by an administrator via the Users
& Security page.

3. User Login Section — Welcome Email Changes:

a. The Multi-Factor Authentication tab name has been updated to “Authentication” along
with several Ul changes:

i. Deprecated Ul:

Tasks | Settings

Configure global settings to apply to all the sites that you create. These organization-wide settings apply to your default site, as well as any parent or child sites.
kd Save @ Help

General ~ Web services  Caching  Schedules Financial  Social media  APT | JIEY

I MultiFactor Authentication Setup I

Enable MFA % nly when you h

MFA Code Email Setup
Setup MFA Code Email Click this button to setup MFA Code Email

Email Address Change Email Setup
Setup Address Change Email Click this button to setup Email Address Change Emai

ii. New Ul:
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Configure ghobal 5eTTings To doply 1o M e es THAT you Create. Thase OFQMMNIMIN wide ST 98 apply 10 vour default site, 35 well 35 B0y parent or child stes

User Authentication Setup

Meil Lo 101 AuThenhcabon

Open ncomgpiete parts st

MFA Code Email Setup

Setup MFA Code Emad

Email Address Charge
Emad Address Change [mal Setup

Setup Address Change Emad

4. User Editor:

a. Password and confirm password fields have been removed from the Ul.

b. When a new user is created, a new user welcome email is sent upon save.

c. The User editor screen displays a Send Password Reset Link button.

d. When the Send Password Reset Link button is clicked, a password reset email is sent.

e. Refer to Sites & Setting configuration to determine which email templates and login
page will be used to send email and password reset Ul respectively.

|JSave b Newuser (JReturn @ relp

User editor  Messages

j ) This user is not linked to a constituent record in The Raiser’s Edge.

[ This user has Supervisor rights and can manage Users and Roles.
Login Name: *

supl

Send Password Reset Link

Email Address: * [

runme. com

Time Zone:

5. User grid:

a. An action button has been added for the Send Password Reset email link.

b. After the button is clicked, a confirmation box will appear.

i. This button will only be visible if that record has an email address associated
with it.

ii. Refer to Sites & Setting configuration to determine which email templates
and login page will be used to send email and password reset Ul respectively.

c. A new column titled “Email address” has been added.

d. A new text box filter has been added to organize the record by email address.



40 CHAPTER 15

i Viewsite | dhicreste w (D History w || O Skeexplorer| 1 5740qadev blackbaudhosting.com says Qrep v
Blackbaud QA Dev (change) > Users Ploase confirm that you want to sand password reset emad to this user. Active sessions: 2 | Logged in as sup1: Logout
Users |
er— Click OK to send email. - ul [@ el
— - Click Cancel to do not send email. ivien = ’
Jse this screen to add user accounts only for users who have administra
Filter by first name: Filter by surname: | cancet | E Filter by back office link:
ancel . -
peleted [ supervisor | Filter |
Action First name Surname Username l Email address ' Last login
F X Supervisorl
4 Test test@test.com
F X @ 10fed 10fesl 10feb b e.ank .com 10/02/2022 01:43:22
F X @ USERS 14FEB USER_14FEB_S h me m 14/02/2022 02:44:51
7X@ USERS 14FEB USER_14FEB 6 Nitish .I};« anBore lonacid.com 14/02/2022 02:50:52
s X e USERT 14FEB USER_14FEB_7 h nme. d.com 14/02/2022 04:12:11
' X e 30martest 30martestl ankit h me.ank i i d.com 30/03/2022 01:14:43
s B X @ 30jan 31jan 25jan runme.ank i i com 24/03/2022 01:59:28
X
T Viewste  Hicreste ¥ Dimistory ¥ | Steesplorer v Email v &, Users&security v i) Administration ¥ @relp v
Blackbaud QA Dev (change) > Users Active sessions: 2 | Logged in as supl: Logout
Users
<+ New user

Jse this screen t

aceounts

users who have administrator rolec.

an also edit and deley 8.

Filter by first name:

Filter by surname: Filter by login: Filter by Email: by role: Filter by back office link:
Everyone e A
[T Deleted [ Supervisor Filter
Action First name Surname Username Email address Last login
F X Supervisorl
s X Test test@test.com
s Xa 10feb 10febl 10feb h runme.ank@previews. id.com 10/02/2022 01:43:22
S X USERS 14FEB USER_14FEB_S nitishgupt com 14/02/2022 02:44:51
s X USERE 14FEB USER_14FEB_6& unm od.com 14/02/2022 02:50:52
7 X & USER? 14FER e = — — com 14/02/2022 04:12:11

B view tutonial | | i@ Help

6. Login.aspx:

a. A Forgot password button has been added on login.aspx for self-service password reset.

b. Refer to Sites & Setting configuration to determine which email templates and login

page will be used to send email and password reset Ul respectively.
c. Screen 1: User login
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blackbaud

Blackbaud® NetCommunity

Login: I |

Password: l ]

[JRemember Me
Login
Forgotten password

Copyright 22022 Blackbaud, Inc. All rights reserved.
Version: 7.2.1.818

d. Screen 2: Password reset message

| U] TSR ey [T THIT T T

blackbaud

Blackbaud® NetCommunity”

Enter your email address and click Submit to
receive your username and a link to reset
your password.

Email: | |

| submit

Copyright ©2022 Blackbaud, Inc. All rights reserved.
Version: 7.2.1.818

(93 2

Payment Options for PayPal and Venmo

With this release of Blackbaud NetCommunity, PayPal and Venmo have been added as payment
options.

The following options are available for all areas that support checkout including:
e Donation 2.0
* Event Registration Form New (also known as Event 2.0)
* Membership
* Payment 2.0
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JQuery Ul Upgrade to Version 1.13.0

To ensure we provide the latest security enhancements for Blackbaud NetCommunity, we upgraded
jQuery Ul to version 1.13.0.

Online Campus Community Update for Hosted
Users

With this release of Blackbaud NetCommunity, Online Campus Community's parts, Online Admission

and Online Re-enrollment forms no longer render on the page after the end of support date of
Education Edge for hosted users.

BBNC 7.2 Service Pack 8 Hot Fix

 This fix addresses an issue with Event 2.0 Registrations. Previously, users received staff notifications
and donor acknowledgment emails for declined transactions.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 9. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 28) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 9. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 9.

Optimized Payment Workflow for Checkout
Functionality in Donation Classic

With this release, Implemented Checkout and Optimized Payment Workflow for Checkout
Functionality in Donation Classic has been enhanced. The functionality works much like Donation 2.0
Checkout.

Now when a transaction fails, the business process picks the transaction from the current state and
repairs it. If the Donation Classic page is sent via an email job or message, the transaction data is
reflected in the honeycomb report.

Donation Classic now displays a message indicating that the transaction is being processed before the
confirmation page appears. The Business Process called "Process CMS Transaction Business Process” that
repairs transactions that have been authorized but were not immediately downloaded when using
Blackbaud Checkout, has been modified to handle pending authorized Donation transactions as well.

This process runs every 15 minutes to make repairs and perform all post-transaction activities, such as
acknowledgements, the honeycomb update, and notifications.

In the below screenshot, a new checkbox has been added to the Donation Classic part i.e., Use
Checkout under the Proceed directly to payment option. On checking the Use Checkout option, the


https://www.blackbaud.com/support/support.aspx
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user can make transactions via the Checkout popup. If the Use Checkout checkbox is not selected, the
user's page will maintain existing functionality. Direct to Payment (DTP) transactions can be processed
using the same page.

Payment setup

Ouse payment part @ proceed directly to payment

Merchant account: *
BBNC_USD v Select the merchant account to use to process donation transactions.

I

Select the payment methods to make available to donors. At least one payment method must be selected

Credit card
Use Checkout
Use site defaults for Blackbaud Checkout Theme

Colors and Font

Primary color: Enter a six-digit hexadecimal value (ex: #FF0000) to use for the Primary color and Secondary color on the Checkout

Secondary color: payment page. Select a Font to use for the page’s text. Refer to the help for details.

Fonts: Roboto >

Transaction Manager Checkout and Payment
Optimization

Users of the Transaction Manager page can make their outstanding pledge payments using Checkout
when the Checkout supported Donation Classic page is configured in the Transaction Manager part.

When configuring settings in the Transaction Manager part, ensure of the following:

e The Checkout Payment option is present in the Donation Classic page when added in the
Transaction Manager part.

e Donation Classic functionality with Checkout Payments is working as expected much like Direct
to Payment (DTP).

e The previous functionality for the DTP method for Donation Classic is operating normally.

» Checkout is optimized via the BBCheckout form and has the same functionality as Donation2.0
Checkout, for dealing with the missed transactions related to the Checkout popup. Now, states
are maintained in the database for a transaction flow. An existing business process was used for
repairing missed transactions related to One-time gift. As part of this fix:

e Missing transactions are successfully repaired.

e The Temporary Confirmation screen loads after the Checkout popup closes and the
theme matches.

 After Missing transactions have been repaired:
e An acknowledgement email is sent to the donor.
A notification email is sent to configured roles (if applicable).
e An eCard email is sent to configured (if applicable).

» eReceipts are sent to the donor.
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A transaction reference number is sent in an acknowledgement email if the merge field is
included in the email.

» Donation Classic data is reflected in Transaction Manager Parts.

» Donation Classic data is reflected in Blackbaud Raiser’s Edge.

reCAPTCHA on Pledge Requests

Previously, reCAPTCHA wasn't displayed on pledge transactions. Now reCAPTCHA has been added for
verification on pledge transactions on the following pages:

e Donation Classic

e Event classic

e Event 2.0

¢ Membership

e e-Card

e Fundraiser

* Personal Page Manager
e Common Form

* Payment 2.0

Password Reset Functionality Phase I

With this release of Blackbaud NetCommunity, Phase Ill of the Password Reset Functionality is now
available. The new updates are as follows:

e The RecordNewUserHandler custom handler no longer accepts password fields. New users are
now created using RecordNewUserHandler without passwords.

e The application can send a new user welcome email with a password reset link while creating the
user via RecordNewUserHandler or not, depending on the organization's preference.

» New user signup emails are sent based on the new parameter flag SkipNewUserWelcomeEmail.

By default, its value is false so that current clients using this customer handler don’t need to
make any changes and can continue to send Signup emails along with new users.

 If you don't want to send welcome emails, update this parameter flag to true.

Users can now reset their password via the following methods when the SkipNewUserWelcomeEmail
parameter flag value is set to true:

By clicking the Forgotten password link from the login part/login.aspx page.

* By requesting the organization send the password reset email.
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For more information, view page 12 of the Single Sign-on Overview Guide to learn about the
RecordNewUserHandler custom handler field table.

Deprecation of Universal Analytics

Universal Analytics will be deprecated in the following year. Per Google Support, “On July 1, 2023,
standard Universal Analytics properties will no longer process data. You'll be able to see your Universal
Analytics reports for a period of time after July 1, 2023. However, new data will only flow into Google
Analytics 4 properties.”

To learn more, view How can | set up Google Analytics 4 on my BBIS/BBNC website.

Installer Hash Update

Previously, the installer hash for Blackbaudinstaller and the PluginOnlylnstaller were generated using
SHA-1. Now the installer hash is generated by SHA-256.

In-Product Single Sign-On Deprecation

With the release of Service Pack 10, the in-product SSO (Single Sign-On) features will be deprecated.

Bug Fixes

e This fix addresses an issue with the Event 2.0 page. Previously, when users ran bulk event
registration and clicked on username link to fill pre-populated user details, the page refreshed and
left the user at the top of the page instead of where they left off.


https://cms.blackbaudcdn.net/media/docs/default-source/how-to-documentation/blackbaud-netcommunity-for-raisers-edge-how-to/ssore.pdf?sfvrsn=1239e12a_7
https://kb.blackbaud.com/knowledgebase/Article/200467
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 10. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 30) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 10. For Customer Support assistance, visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 10.

Single Sign-On Deprecation

Single Sign-On authentication for Blackbaud NetCommunity was deprecated. Users with out-of-the-
box SSO capability enabled can continue using the feature with a visible deprecation notification. After
upgrading to Service Pack 10, installations without SSO enabled won't have the SSO sections available.

Single sign-on authentication (Deprecated)

Enable single sign-on authentication To add an SSO entry enter the data in the row above and click "Add New" at the bottom right.

UserName  Time MDS hash  Expiration
' Description Shared key e S i A el -1 vonds)  Include IPRequire Encryption
[u

(sex
\ Il \ I | [m IBw__ Jo O i



https://www.blackbaud.com/support/support.aspx
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Sites & settings

o New site

4 | () Blackbaud./
[¢) Blank Client Site

Tasks Settings

Configure global settings to apply to all the sites that you create. These organization-wide settings apply to your default site, 25 well as any parent or child sites.
|l Save @ Help

General  Webservices  Caching  Schedules  Financial  Social media  [Jgll  Authentication

Single Sign On (Deprecated)
Enter a private key that an external system can use to decrypt user IDs that it accesses through the GetUserID.ashx endpoint in the Blackbaud Internet Solutions APIL. The
in to your site do not need to enter different logins to access the external site through links on your Blackbaud Internet Solutions site.

GetUserld.ashx private key:
<some private key value>

LinkedIn

The LinkedIn Group Join part requires API information from LinkedIn to access its data. To determine the keys, token, and secret the part requires, view your application on Lin

API key:
Secret key:
OAuth user token:

OAuth user secret:

Blackbaud Internet Solutions

TinyMC

E Upgrade

Blackbaud NetCommunity has upgraded TinyMCE to version 6.1.2 in Email Templates, Email
Messages, Layouts, Discussion Groups, and FTI (Formatted Text and Images).

PayPal and Venmo Update

PayPal and Venmo are available for all areas that support checkout including Donation 2.0, Event

Registration Form New (also known as Event

2.0), Membership and Payment 2.0. Venmo now populates as the selected payment method in the
confirmation screen, Acknowledgment Email, eReceipt, and Raiser’s Edge. There was no change

in PayPal’s functionality.

Bug Fixes

e This fix addresses an issue with Blackbaud NetCommunity eReceipts. Previously, Images hosted

in the Blackbaud NetCommunity Image Library were breaking into eReceipts.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 11. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 31) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 11. For Customer Support assistance, visit Blackbaud's website.

For details about system requirements, please visit Blackbaud's website.
This release of Blackbaud NetCommunity is version 7.2 Service Pack 11.

Recognize Global Privacy Opt Out Signals

To record a Global Privacy Control (GPC) opt-out indicator on a constituent record in Blackbaud
NetCommunity, you must create a GPC consent option in Raiser’s Edge with the "Data Processing”
channel and “Global Privacy Control” category.


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
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If this consent option isn't present, or if it is present but the “Global Privacy Control” category is inactive,

then GPC opt-out indicator won't be recorded on the constituent record.

Once an enabled GPC is recorded for a constituent it can't be changed. Consult your legal counsel to find

out how your organization should respond to enabled GPC signals.

Use cases:

1. If a user signs up for BBNC who has GPC enabled, the GPC Consent option with opt-out response

will be recorded upon constituent creation.

Upon BBNC login, for the unlinked constituent users, the GPC Enabled column (Yes/No) will be
added to User Gallery.

If a BBNC website user (as logged-in linked constituent) has GPC enabled, the GPC consent option
with opt-out response will be recorded upon BBNC login.

If a website user (not logged in) has GPC enabled and is making a transaction, this will lead to the
creation of (or matching to) a constituent record in RE, and the GPC consent option with opt-out
response will be recorded.

If a constituent already has response opt-out for the GPC Consent option in their consent record,
has GPC Enabled in the browser, and does a transaction, the GPC Consent option with the
response “opt-out” won't be duplicated on the constituent’s consent records.

Consent Options with the channel “Data Processing” and category “Global Privacy Control” won't
be available on the BBNC consent parts (both new and existing).
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7. The User grid includes a new field called GPC Enabled. It shows the status of each user’'s Global
Privacy Control option.
e For a Website user, the value for the GPC Enabled field is “NO” by default. After the BBNC
user logs in into BBNC application from a GPC Enabled internet browser, then the value for
GPC Enabled will become “YES.”
» For a Raiser’s Edge Linked user, the value for the GPC Enabled field is blank by default and
will remain blank.
You can also select to Filter the grid based on GPC Enabled status; use the checkbox above the
grid to only show users with GPC Enabled ("Yes").

Users
1 New user B view tutorial | | i@ Help
Use this screen to add user accounts only for users who have administrator roles. You can also edit and delete user accounts, and assign users to roles
Filter by first name: Filter by sumame: Filter by login: Filter by Email: Filter by role: Filter by back office link:
Everyone - v| [peleted [J5upervisor [JGPC enabled | Filter
Action First name Surname Username Email address Last login GPC enabled
F X e org const const org@const.com 30/10/2020 14:28:08
X e CRM_FIRST om_only_LAST nil0001450 pryushkumarrunme.0.him@previews.emailonacid.com
F X e acid de acid NitishGupta.runme.raj@previews.emailonacid.com No
? X e direct debit direct_debit piyushkumarrunme.0.him@previews.emailonacid.com 31/05/2023 17:18:40 Yas

Note: For detailed information about privacy laws and how they correspond to features of Blackbaud
solutions, visit Blackbaud's privacy hub website.

Formatted Text and Display Part: Removed
Merge Fields for Errors

We removed merge fields for
* error code
e error description
from the Formatted Text and Display Part (FTI).

When this service pack is deployed, these merge fields are automatically removed from the part. The
values will appear blank on corresponding parts and pages.

Deprecated Parts: OCC, OLA, OLE

All parts and forms for the following are deprecated:
e Online campus community (OCC)
e Online admission (OLA)
e Online re-enrollement (OLE)

for both hosted and on-premise organizations.

These forms no longer render nor display on the page.


https://docs.blackbaud.com/privacy/docs/netcommunity
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New Features 7.2 Service Pack 12
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 12. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 33) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 12. For Customer Support assistance, visit Blackbaud's website.

For details about system requirements, please visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 12.

Multi-Factor Authenication (MFA) for Admin
and Organization Users

If your organization is hosted by Blackbaud, then we will required individuals who are admins,
employees, or other internal organization users to use multi-factor authentication (MFA) to log in to
Blackbaud NetCommunity. This requirement only affects internal BBNC website users who manage
your organization’s website.

Donors, alums, and other external non-organization users are exempt and are not required to use MFA.
Standard Blackbaud NetCommunity ® website users are not currently required to use MFA at this time.
Their login experience remains unchanged.

Note: Organizations who are on-premise and already use MFA will be automatically enrolled in this
updated version. If you previously enabled it, you likely used site settings to do so. Please setup the
authenticator app after you upgrade to service pack 12.

Note: Organizations who are on-premise and have not previously enabled MFA enforcement should
contact Blackbaud to request this be enabled for their admin users. Previously, they would have used
site settings to enable it.

When MFA is enforced for a user and they attempt to log in, a Time-Based One Time Password (TOTP) is
sent to their authenticator application. This is a 6-digit code, refreshed every 30 seconds.

To view the code, you must have the authenticator application installed on your smartphone. The
smartphone does not need to be connected to the Internet.


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
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1. Download and install your mobile authenticator app. We recommend:

e Google Authenticator for Google Android or Apple i0S

e Twilio Authy for Google Android or Apple I0S

e Microsoft Authenticator for Microsoft Windows Phone, Google Android, or Apple i0S

2. When you log into Blackbaud NetCommunity for the first time after this change, confirm you
have installed the authentication app and then select Next.

blackbaud

Blackbaud® NetCommunity

Login: | |

passw@rd: FRRRRRRERRRRREN

U Remember Me

[ Login ]

Forgotten password

Copyright ©2023 Blackbaud, Inc. All rights reserved.
Version: 7.2.3.1101



https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en
https://itunes.apple.com/us/app/google-authenticator/id388497605?mt=8
https://play.google.com/store/apps/details?id=com.authy.authy
https://itunes.apple.com/us/app/authy/id494168017
https://www.microsoft.com/en-us/store/p/microsoft-authenticator/9nblgggzmcj6
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://itunes.apple.com/app/id983156458
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Security Enhancement

To increase security, you must use an

authenticator app on your phone to enable multi-
factor authentication (MFA).

Supported app include Google Authenticator, Twilio
Authy or Microsoft Authenticator. Click Next after
installation.

| cancel || Next

3. Next, you'll retrieve your confirmation code. To do so, use your smartphone to open your mobile
authenticator app.

Then use the camera feature on the phone to scan the QR code.
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Scan QR Code

In your authenticator app, scan the multi-factor
authentication (MFA) setup QR code and then
select Next.

(=] [=]

[=]

Enter the secret code

or

in
your authentication app and then select Next,

Cancel ] | Next

Alternatively, enter the secret code shown on the computer screen into your mobile authenticator
app.

4. Select Continue.
Your mobile authenticator app will generate a 6-digit Time-Based One Time Password (TOTP).

5. Enter the 6-digit code as the Security Code in Blackbaud NetCommunity.
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Verify Security Code

Please enter the security code from your
authenticator app.

Security Code: |

| Cancel || \verify |

6. Select Verify.
This verifies the connection for your mobile authenticator app.

7. When the TOTP (Security Code) is successfully verified you will be logged in to NetCommunity.
If the verification fails, an error message will indicate, "Security key is not valid."

To configure the number of consecutive failed attempts allowed for a user and the lockout time period,
go to Administration, Site, Settings, Registration and login options.

Supervisor users can also reset MFA for other internal organization users. To do so, login to Blackbaud
NetCommunity, select Users & Security, search for the user account and select Edit on the user's row,
select Reset MFA and then Save.

|- Save -l Newuser X Delete ( Return
User editor Messages

& This user has Supervisor rights and can manage Users and Roles.

Login Name: *
adminuser

| Send Password Reset Link || Reset Authenticator |

Security Enhancements

With this service pack, we've upgraded the jQuery Ul (user interface) to version 1.13.2, which increases
security.

We've also added field-level encryption for additional fields intended to store sensitive data.



58 CHAPTER 19




SECURITY BEST PRACTICE: LOGOUT AND CLEAR BROWSER CACHE 59

Security Best Practice: Logout and Clear Browser
Cache

Blackbaud NetCommunity (BBNC) doesn't interrupt you upon server session timeout. This enables
you to complete complex or time intensive tasks. You'll still be logged out due to inactivity, however you'
won't be automatically redirected to login page. Thus, you'll still appear to be logged into Blackbaud
NetCommunity (BBNC) until you refresh the browser session.
For security purposes, we therefore recommend you:

» check your internet browser settings to ensure your cookies and cache will be automatically

cleared whenever you exit the browser.
e manually log out of Blackbaud NetCommunity whenever you complete your tasks.

 do not remain logged in with an open and active browser session when you are away from your
device.
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New Features 7.2 Service Pack 13
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More security to recover a forgotten password ... ... 61
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 13. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 34) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 13. For Customer Support assistance, visit Blackbaud's website.
For details about system requirements, please visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 13.

View user's last login date, time, and browser

With this release, you can use new merge fields to view additional user information.
Find the new fields in the category for Login history.

 Last login date & time

* Last login browser

These show the user's data for the previous 10 login sessions. They only appear on the Profile display
part.

You can review this history as part of your best practices for security. If the history shows an instance of a
login that the user doesn't recognize, then the user's credential may be vulnerable to an unauthorized
user. The user should immediately change their password and then investigate the suspicious activity
further.

More security to recover a forgotten password

As part of our ongoing commitment to ensuring security, we now require users to enter additional
information when they attempt to recover a forgotten password.


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
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Users should enter their email address and one additional data value, such as their username.
Alternatively, users can enter their email address, plus their first and last name.

Once verified, they'll receive an email that includes a link to reset their password.

Users who can't provide the necessary information to verify their identity can't "self-serve" their
forgotten passwords. They must contact their administrator for assistance.

Eight parts retired

The following parts are now retired.
» Chapter Links
e Chapter Manager
e Chapter Page Element
e Fundraiser
e Fundraiser Dashboard
e Fundraiser Page Element
e Personal Page Element
e Personal Page Manager

Organizations can't create new parts using retired parts. Pages that include the retired part will indicate
that, "This part is no longer supported and has been retired."

Email status removed as column in user grid

When you view the Users grid, the column for Email status no longer appears. This reduces potential
confusion.

Previously this column indicated whether a user's email address was
e missing,
« verification pending,
e or verified.

Since multi-factor authentication (MFA) is no longer based on user email addresses, this column became
unnecessary.

Instead, users use an authenticator app with time-based one-time passwords (TOPT).

JQuery upgrade

With this release, we've upgraded jQuery to version 3.7.1. This ensures the latest security enhancements
for Blackbaud NetCommunity.
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Tiny MCE upgrade

With this release, we've upgraded TinyMCE to version 6.8.2. This ensures Blackbaud NetCommunity
uses the most advanced version of the WYSIWYG editor.
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New Features 7.2 Service Pack 14

Third party payment gateways ... .. 65
New transaction parts require Blackbaud Checkout ... ... ... . 66
Optimized payment workflow for checkout functionality in Ecard part ... .. 66
Optimized payment workflow for checkout functionality in event registration forms

(Ll 67
Changesindocuments part ... 68
BUG FiXOS 69

This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 14. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 34) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 14. For Customer Support assistance, visit Blackbaud's website.
For details about system requirements, please visit Blackbaud's website.
This release of Blackbaud NetCommunity is version 7.2 Service Pack 14.

Third party payment gateways
As of July 31, 2024, Blackbaud NetCommunity no longer allows these gateways as options for payment
processing:

 Authorize

e PayFlow Pro

For details, see the Blackbaud Knowledgebase article regarding Authorize and PayFlow Pro.

As of August 6, 2024, Blackbaud NetCommunity no longer allows these gateways for payment
processing:

e Bambora (IPPayments)

For details, see the Blackbaud Knowledgebase article regarding Bambora.
o IATS (US)

For details, see the Blackbaud Knowledgebase article regarding IATS.

o Cybersource for these currencies:


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
https://kb.blackbaud.com/knowledgebase/articles/Article/203165
https://kb.blackbaud.com/knowledgebase/articles/Article/203443
https://kb.blackbaud.com/knowledgebase/articles/Article/203823
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e US dollars (USD)
e Canadian dollars (CAD)
e British pounds (GBP)
e Euros (EUR)
e Australian dollars (AUD)
e New Zealand dollars (NZD)
Other currencies continue to be supported for Cybersource.

For details, see the Blackbaud Knowledgebase article regarding Cybersource.

If your organization processes through the Blackbaud Payment Services with one of the payment
gateways mentioned above, you must update your Blackbaud solution to process through Blackbaud
Merchant Services as soon as possible.

Blackbaud Merchant Services is Blackbaud's end-to-end payment processing solution designed
specifically for nonprofits. For more information, see Getting Started with Blackbaud Merchant Services.

New transaction parts require Blackbaud
Checkout

All new transaction parts must use Blackbaud Checkout as their payment method. Other merchant
accounts are not supported as payment methods for new parts.

If you create a new transaction part, page, or template by copying an existing one, then it must also use
Blackbaud Checkout. If it doesn't use Blackbaud Checkout, then it can't be copied to make a new
version.

Likewise, to copy a site, all of the site's transactional parts must also use Blackbaud Checkout.

Existing transaction parts remain unaffected for service pack 14 and thus they currently support both
Blackbaud Checkout and other merchant accounts.

However, this is the last service pack that will support other merchant accounts. To upgrade to future
service pack 15, you must use only Blackbaud Checkout.

Therefore, we recommend you update existing parts, pages, and templates or else replace them with
new ones that use Blackbaud Checkout.

Optimized payment workflow for checkout
functionality in Ecard part

Service pack 14 enhances the payment workflow for checkout functionality in e-Card parts. It's now
similar to checkout for donation forms.

When you edit an existing part, you can enable the enhanced workflow, by selecting Use Checkout on
the Proceed directly to payment tab when you setup payment methods. If unselected, your e-Cards


https://kb.blackbaud.com/knowledgebase/articles/Article/203822
https://webfiles.blackbaud.com/files/support/helpfiles/bbmsweb/content/bbms-paymentstutorial-rc.html
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will remain unchanged. For new parts, the option to Use Checkout won't appear because all new parts
will automatically use the new checkout workflow.

Payment setup

O use payment part ® proceed directly to payment

Merchant account: %

BBNC_USD vl Selact the merchant account to usa o process donalion bransactions

Credit card

Use Checkout

i Use site defaults for Blackbaud Checkout Theme

Colors and Font
Primary color: Enter a six-digit hexadecimal value (ex: #FFO000) to use for the Primary color and Secondary color on the Checkou!

Secondary color: payment page. Select a Font to use for the page's text. Refer to the help for details

Fonts:

You can also process Direct to Payment (DTP) transactions via the same page.

When a transaction fails, the business process now attempts to repair the transaction's current state. If
the e-Card page is sent via an email job or message, this transaction data appears in the honeycomb
report.

The e-Card now also shows a message indicating that the transaction is being processed, before the
confirmation page appears.

Additionally, authorized donation transactions which are pending but weren't immediately downloaded
using Blackbaud Checkout are now also repaired by the Process CMS Transaction Business Process. This
business process runs approximately every 15 minutes. It also completes post-transaction activities,
including sending acknowledgments and updating the honeycomb report.

Optimized payment workflow for checkout
functionality in event registration forms (classic)

Service pack 14 enhances the payment workflow for checkout functionality in Event Registration Form
(Classic) parts. It's now similar to checkout for donation forms.

When you edit an existing part, you can enable the enhanced workflow, by selecting Use Checkout on
the Proceed directly to payment tab when you setup payment methods. If unselected, your Event
Registration Form (Classic) parts will remain unchanged. For new parts, the option to Use Checkout
won't appear because all new parts will automatically use the new checkout workflow.
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Payment options

O use payment part ® proceed directly to payment

Merchant account: *
BBNC _USD PAYPAL ~ Select which merchant account to

Select which payment methods to make available on this Event Registration Form.

Credit Card

Use Checkout
i Use site defaults for Blackbaud Checkout Theme

Colors and Font

Primary color: #84bchh Enter a six-digit hexadecimal »
Secondary color: #44842d page. Select a Font to use for
Fonts: Arial s

When a transaction fails, the business process now attempts to repair the transaction's current state. If
the Event page is sent via an email job or message, this transaction data appears in the honeycomb
report.

The Event Registration Form (Classic) page now also shows a message indicating that the transaction
is being processed, before the confirmation page appears.

Additionally, authorized donation transactions which are pending but weren't immediately downloaded
using Blackbaud Checkout are now also repaired by the Process CMS Transaction Business Process. This
business process runs approximately every 15 minutes. It also completes post-transaction activities,
including sending acknowledgments, notifications, and updating the honeycomb report.

Changes in documents part

By default, new document parts are not automatically granted the Everyone permission.

When an admin creates a new documents part, they must assign at least one user or role with permission
to view it.

If you assign the Everyone permission, then any document uploaded via this part will be publicly
accessible (not secured).

To restrict the contents of the document, assign the appropriate permissions to only specific users and
role. Do so from the Targeting and security tab.
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With service pack 14, a confirmation message now appears and warns the admin whenever they grant
the Everyone permission.

Bug Fixes

 This update fixes an issue with donation forms in Blackbaud NetCommunity. Previously, when
user tried to make a future recurring gift transaction from a donation form page with payment 2.0
as the payment method, then the gift amount in Blackbaud Raiser's Edge would show 0.00. This
is fixed; now the expected gift amount appears in Blackbaud Raiser's Edge.
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 15. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’'s Edge 7.96 (with Patch 35) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 15. For Customer Support assistance, visit Blackbaud's website.

For details about system requirements, please visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 15.

JQuery Ul upgrade

With this release, we've upgraded jQuery Ul to version 1.14.0. This ensures the latest user interface
enhancements for Blackbaud NetCommunity.

File and image uploads

When you upload files or images, additional text appears in the user interface to provide guidance for an
optimal user experience.

* Please limit file uploads to no more than 5 at a time.

* Please limitimage uploads to no more than 5 at a time.


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
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Session timeout after 15 minutes

If a non-admin user is inactive for 15 minutes, their session will expire. When they attempt to take action
after this expiration, they'll be automatically redirected to the login page. We've reduced the session time
out from 24 hours to 15 minutes for increased security.

Similarly, the Remember me function remains disabled for all users due to security reasons.

Existing transaction parts require Blackbaud
Checkout

As of this release, all existing payment transactional parts require Blackbaud Checkout. Blackbaud
Checkout is now the only payment work flow supported. Previously, it was only required for new
transaction parts.

The Direct to payment option is no longer available nor supported.

Forms which are configured to use merchant accounts that are incompatible with Blackbaud Checkout
or forms configured to use Direct to payment no longer function. Update your existing forms to use
merchant accounts that support Blackbaud Checkout.

Existing pages that haven't yet been updated to use Blackbaud Checkout and only have the credit card
option selected for payment then page will warn the user that, "This page can not accept payments.
Please contact your site administrator.” Admin users can customize this warning message. To do so, go
to Administration, Site & Settings, and edit the Message for unsupported payment workflows.

Additionally, existing pages which haven't been updated to use Blackbaud Checkout but offer other
payment options (such as Direct Debit or Bill Me Later) alongside credit cards will continue to function
without the credit card option.

A banner message will appear to remind admin users of this update. To hide the message permanently,
select Never show again. Otherwise, the reminder will appear for each new browser session.

Payment and payment summary parts are
retired

As of this release, the following parts are now retired. These parts are no longer supported and can no
longer be used to create new payments.

e Payment part

e Payment summary part
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Payment options removed from common form

Note: The change described below was rolled back in Hot Fix 1. For details, see Hot Fix - Enable
payments on common forms.

New and existing common forms no longer include the payment tab. Related merged fields no longer
appear on common forms. Data for merge fields related to payments and payment information can no
longer be exported for existing common forms. When you view the Form Display for a page, the
payment step no longer appears. Payment related merge fields also no longer appear in the default
confirmation.

However, users can still Resume existing transactions using the Form Display page. They can also Edit
and Complete any transactions that have already been added to their cart as Payment pending.

Secure payment template update was removed

The setting used to manually refresh the templates for payment 2.0 parts no longer appear when you
select Administration, Sites & Settings, Schedules. This Update templates setting is no longer
necessary.

Organizations now use Blackbaud Checkout instead. This helps ensure complacence with the Payment
Card Industry Data Security Standard (PCI DSS).

Fundraiser synchronization scheduler was
removed

Settings used to schedule how often the fundraiser part was synchronized no longer appear when you
select Administration, Sites & Settings, Schedules.

These settings are no longer necessary. The fundraiser parts were retired in previous service packs.

New Features 7.2 Service Pack 15 Hot Fix

With this update, a change that was originally made as part of service pack 15 has been rolled back.
Previously, payment capabilities were removed from common forms in Blackbaud NetCommunity.

Now, organizations can enable users to make payments via Payment pages (Payment 2.0). However, the
Proceed direct to payment option has been removed.

1. Log in to NetCommunity.

2. Select Site Explorer and then Forms.

3. Find the form and select Edit (pencil icon).
4. Select the Payment tab.
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5. Choose Charge fee with form.
6. For Fee amounts, select Add form fee.
7. Then enter the

 display name,

e amount,

e and criteria.

8. Select Save.

Note: To add more fees, select Add form fee, enter the required details, and save again.
9. Scroll down. Under Payment setup, select Use payment part and then choose Payment page.

If the menu doesn't show any payment pages, set up a new Payment 2.0 page.

10. Review and configure any additional optional payment options:
« Bill me later - enables user to complete form and submit no payment information.

» Allow users to waive the fee - enables user to enter a waiver code (or "promo code") that
you configure to bypass payment

11. Select Save.

Note: For more instructions, refer to the Knowledgebase article How to add a fee to a common form.
Remember, these credit card payments processed do not come through the Raiser's Edge
NetCommunity plug-in! To see submitted forms and payments, you can access Common Form data
directly in NetCommunity.



https://kb.blackbaud.com/knowledgebase/articles/Article/205631
https://kb.blackbaud.com/knowledgebase/articles/Article/72297
https://kb.blackbaud.com/knowledgebase/articles/Article/70471
https://kb.blackbaud.com/knowledgebase/articles/Article/70471
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This guide provides an overview of new features and enhancements for Blackbaud NetCommunity 7.2
Service Pack 16. For information about how to install or update to this version, see the Infinity Platform
Installation and Upgrade Guide.

Note: You must use The Raiser’s Edge 7.96 (with Patch 37) or higher to integrate with Blackbaud
NetCommunity 7.2 Service Pack 16. For Customer Support assistance, visit Blackbaud's website.
For details about system requirements, please visit Blackbaud's website.

This release of Blackbaud NetCommunity is version 7.2 Service Pack 16.

eReceipts for Payment 2.0 Donation Forms

With this release admin users can now configure Donation Forms with Payments 2.0 to show
eReceipts to donors, including for:

» eCards
» Transaction Manager
e and Giving Search.
Consider updating your forms to use eReceipts:
1. Edit a donation form.

2. Under Payment setup, select Use payment part. Configure the part, including a combined
confirmation and acknowledgment message.

You can insert merge fields and use the format options to compose the message for the receipt.
With this update, we've added additional merge fields for eReceipts. These include

* begin section

e number

e download URL

e end section


https://www.blackbaud.com/support/support.aspx
https://www.blackbaud.com/training-support/support/system-requirements/blackbaud-netcommunity-system-requirements
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3. Select Next.

4. Under eReceipt Options, determine when which payment methods (credit or debit card) should
generate an eReceipts and whether to they should be marked as receipted in the Raiser's Edge.

5. Under eReceipt Content, insert merge fields and use the format options to compose a message
for the receipt. You'll likely include a heading with donor info, a greeting, a message thanking the
donor, and information about the donation.

6. Select Preview PDF to review the content.
7. When ready, select Save.
The eReceipts number and download URL (link) are also now included in the Receipt Grid merge field.

Select Language to update the text that appears on the user interface. This now includes items for
eReceipts:

 eReceipts link column header
» eReceipts link not applicable message
» eReceipts not applicable message

» eReceipts number column header

Password requirements

This release enhances security with updated password requirements for all users.
Passwords must include at least:
* twelve characters
e one uppercase letter
e one lower case letter
e one number
 one special character (such as $, #, %, *)
Passwords can't include:
e your name (in any text direction)
» your username (in any text direction)
e "Password" (in any text direction)
e "Blackbaud" (in any text direction)
e your organization name (in any text direction)
 ayear starting with 19 or 20 (even in reverse order)
 any indicator of time, date, or season (in any text direction)
 any of the above including special character variations.

For example, these don't meet the new requirements:
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e P@$$wOrd
e drowssap
e My0rg1976
e MyOrg6791
e Spring

e $pring

e Spring

e Sunday

e $unday

e Sund@y

Tiny MCE upgrade

With this release, we've upgraded TinyMCE to version 6.8.5.
This ensures Blackbaud NetCommunity uses the most advanced version of the WYSIWYG editor.

API cleanup

APIs related to payment methods which are not Blackbaud Checkout were removed from Blackbaud
Net Community.

Bug Fixes

 Previously, if a user began to complete a membership form, reached the payment step, selected
Empty cart, returned to an earlier part of the form, added items to the card, and then attempted
to pay, an error occurred.

This is fixed. Users can now proceed to Payment 2.0 as expected, even if they previously emptied
and then refilled their cart.

e Previously, when an individual used a membership form to submit a membership via pledge
installments on a credit card, then the card was charged at the time of the submission, rather than
the date of the scheduled pledge installment.

This is fixed. The credit card is now charged on the date of the scheduled pledge installment, as
expected.

» Previously, if an organization still used older donation forms (not 2.0), updated them to use
Blackbaud Checkout, and also still used Giving search, then an error occurred when they
attempted to search.
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This is fixed. The search error no longer occurs. Users can make donations with Blackbaud
Checkout as expected, even by Giving search form.

 Previously, from a Donation Form Part with Blackbaud Checkout, if a user entered an Email
address and a Confirm email address that didn't match, no error occurred. Users could proceed
to submit the donation, even though the email address wasn't confirmed with an exact match.

This is fixed. When the emails don't match, an error now occurs and prevents the user from
submitting a donation. Users should resolve the issue by correcting the email addresses to match
and then attempting to submit the donation.

 Previously, an error occurred intermittently and caused an organization to receive multiple
notification emails about a transaction for a membership purchase. The membership table also
showed multiple transactions. However, the transaction was only processed a single time in
Blackbaud Merchant services (BBMS). The duplicates appeared with the default supervisor's
user ID.

This is fixed. The transactions no longer appear duplicated in the membership table and no longer
generate duplicate notification emails.

 Previously, if a donation form (with Blackbaud Checkout) only offered pledge installments, an
error caused the pledge to have zero installments, regardless of the number and frequency
selected. Thus the total amount pledged was charged instead. Additionally, since the number of
installments is a required field, the pledge couldn't be downloaded with the plug-in for the
Raiser's Edge.

This is fixed. The installments and frequency are retained and respected, so that the total amount is
no longer charged up front. The transaction can be downloaded with the plug-in for the Raiser's
Edge.

 Previously, when an organization edited a User Login part and updated the Language for
Forgotten Username or Password, an error prevented those changes from appearing to end
users.

This is fixed. The updated labels for the user interface text now appear as expected.

 Previously, an issue caused donors to be prompted to log in to view the PDFs of their eReceipts,
even if they had not logged in to make the donation. Additionally, the donation table indicated
that the donations were recorded by a supervisor user after business hours, even though they'd
been made by donors during business hours.

This is fixed. If a user didn't log in to make a donation, then they're no longer prompted to login to
view their eReceipt. The donation is also logged with the correct time stamp and user in the
donation table

 Previously, if a new user registered using Google for Single Sign On (SSO), via the plug-in for the
Raiser's Edge, and Profile Discovery was disabled, then an intermittent issue caused some
registrations for new users to receive the last name "You" instead of the name they entered. This
was caused by Jainrain API, which Google's SSO uses.

This is fixed. When Profile Discovery is disabled, FirstName and LastName will appear blank on
the registration form; the end user can enter this information into the interface.

 Previously, if a Donation Form part enabled donors to create a recurring gift at a specific frequency
and didn't enable donors to specific an end date, then donors received an error message when
they attempted to donate using a credit card. The error message indicated the credit card number
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was invalid, even though it was valid.

This is fixed. Donors can successfully complete the transactions as expected.
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