TheFinancialEdge™

Installation Guide for the WebPortal



100713

©2013 Blackbaud, Inc. This publication, or any part thereof, may not be reproduced or transmitted in any
form or by any means, electronic, or mechanical, including photocopying, recording, storage in an
information retrieval system, or otherwise, without the prior written permission of Blackbaud, Inc.

The information in this manual has been carefully checked and is believed to be accurate. Blackbaud, Inc.,
assumes no responsibility for any inaccuracies, errors, or omissions in this manual. In no event will
Blackbaud, Inc., be liable for direct, indirect, special, incidental, or consequential damages resulting from
any defect or omission in this manual, even if advised of the possibility of damages.

In the interest of continuing product development, Blackbaud, Inc., reserves the right to make improvements
in this manual and the products it describes at any time, without notice or obligation.

All Blackbaud product names appearing herein are trademarks or registered trademarks of Blackbaud, Inc.
All other products and company names mentioned herein are trademarks of their respective holder.
InstallationGuidefortheWebPortal-2013



Installation
Guide for the
WebPortal

Installation and Security Considerations . .............. ...t 2
NetWOrk SECUTItY ... e e 3
Install The Financial Edge WebPortal ............. .. ... . .. .. ... 4

Default Installation . ... ... e 5

Installation with Two Web Servers . .. ....... ... . i 16
Set Up The Financial Edge WebPortal to Use Windows Authentication .. .27
Setup The Financial Edge WebPortal to Use Specific Accounts ......... 31

Access The Financial Edge WebPortal . .............. ... ... .. ..... 33







INSTALLATION GUIDE FOR THE WEBPORTAL " 1

Installation Guide for
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In this chapter

£

“Installation and Security Considerations” on page 1
“Network Security” on page 3

“Install The Financial Edge WebPortal” on page 4

vV v v Vv

“Set Up The Financial Edge WebPortal to Use Windows Authentication” on
page 23

» “Access The Financial Edge WebPortal” on page 29

The Financial Edge WebPortal is a suite of web products that integrate with The Financial Edge.
WebPurchasing and Weblnvoicing are components within The Financial Edge WebPortal. With
WebPurchasing, you can create and approve requisitions online. After you create requisitions, you can
view and update requisition records and create purchase orders via Accounts Payable.

With Weblnvoicing, you can submit reimbursement requests and get them approved online. When you
submit reimbursement requests, you can select pre-defined expense categories and attach supporting
documentation such as receipts. Once the request is approved, an invoice is created in Accounts Payable.

To view detailed system recommendations for The Financial Edge WebPortal, select System
Recommendations from the Support menu on our website at www.blackbaud.com. This chapter details
the installation process and security concerns of The Financial Edge WebPortal.

Note: To use WebPurchasing, you must have the optional module Purchase Orders and a web server. To
obtain Purchase Orders, contact us at solutions@blackbaud.com or 1-800-443-9441. To use
Weblnvoicing, you must have The Financial Edge WebPortal licenses and a web server.

Installation and Security Considerations

Review these considerations before installing The Financial Edge WebPortal.
0 You must have administrative privileges to run the installation.
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U The Financial Edge WebPortal requires multiple unlock codes. WebPurchasing and Weblnvoicing
require their own unique unlock code, as well as unigue unlock codes for their associated web licenses.
Each module has five web licenses which can be used throughout the WebPortal. For example, if you
purchase both WebPurchasing and WebInvoicing, you will have a total of 10 licenses to use in either
product at any given time.

L Make sure your hardware meets the minimum processing speed and memory requirements. Visit
Blackbaud’s website at www.blackbaud.com for more information about system recommendations. To
access our system recommendations, select System Recommendations from the Support menu on our
website.

L We support The Financial Edge WebPortal on Windows Server 2016 and Windows Server 2019.
Before you begin the installation process, make sure 11S is installed and running.

Note: Visit Microsoft’s website at www.microsoft.com for more information about 11S.

U The Financial Edge client components must be installed on the web server before you can install the
The Financial Edge WebPortal web service. Use the deployment package to install The Financial
Edge. See the Installation Guide for the Financial Edge for more information. After you install
The Financial Edge client components, you must reboot your web server and open The Financial
Edge before installing The Financial Edge WebPortal.

U WebPurchasing requires The Financial Edge 7.77 and above. When you install The Financial Edge
7.77, you can no longer use older versions of WebPurchasing (formerly eRequisitions).

U Installing WebPurchasing will uninstall eRequisitions.

U For security reasons, we recommend you install both The Financial Edge and
The Financial Edge WebPortal to directories on local drives formatted with the NTFS file system.

(U Domain Controllers are not supported.

O If you have requisitions that have not been consolidated, consolidate them in eRequisitions before
moving to WebPurchasing. Any requisitions that are not consolidated become unusable and purchase
orders cannot be created. In this instance, your business office would have to delete the requisitions and
start over.

U When setting up user security on the Login Properties screen in Microsoft SQL Server Management
Studio, WebPurchasing appears in the Database role membership frame. Regardless if you use
WebPurchasing, Weblnvoicing, or both, mark WebPurchasing to set user security.

0 Review your organization’s LAN/WAN/Internet connectivity and determine where your The Financial
Edge WebPortal server needs to reside. For example, if your organization does not require employees
access to WebPurchasing or Weblnvoicing from their homes or offsite, you can confine
WebPurchasing or Weblnvoicing to your LAN and not expose it to the Internet.

U If users will access WebPurchasing or Weblnvoicing from home or offsite, you must plan and
implement a secure firewall strategy. You should use knowledgeable technical staff or consulting
services to determine your organization’s security needs. We recommend the use of Secure Sockets
Layer (SSL), a robust and secure Internet encryption and authentication method. SSL is a data security
method available with I1S. Visit the Verisign website at www.verisign.com for more information about
SSL.
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: % Note: Blackbaud does not accept responsibility for unauthorized access of your web server or network.

U To set up an Internet connection, contact a local Internet Service Provider (ISP). Your ISP can also
register your domain name.

U Establish a connection between the web server and The Financial Edge database server. For important
information about setting up and maintaining your web environment, read “Network Security” on
page 3.

L A network connection is required for each workstation accessing The Financial Edge WebPortal.

U The Financial Edge WebPortal requires a mouse and should be viewed on monitors with an 1024 x
768 or higher resolution.

U Either Microsoft’s Internet Explorer (IE) or Mozilla’s Firefox must be installed on each user’s
workstation. We support WebPurchasing and Weblnvoicing with IE 7 or higher on PCs and with
Firefox 3 or higher on PCs and Macintosh operating systems. Other browsers are not supported and
may not operate or display information correctly in WebPurchasing and Weblnvoicing.

U For Firefox 3 users, if you experience issues immediately after updating or applying a patch for
WebPurchasing, clear the workstation’s cache by selecting Tools, Clear Private Data from the menu
bar.

U For dates to appear correctly in The Financial Edge WebPortal, Canadian clients must select “English
(Canada)” in the Ul Culture field on the Website Settings page of the Configuration Tool. This is in
addition to Canadian regional settings you specify on your computer. For more information, see
“Configure The Financial Edge WebPortal” on page 7.

Network Security

To determine your organization’s security needs, use knowledgeable technical staff or consulting services.
We do not accept any responsibility for the unauthorized access of web servers or network.

There are numerous ways to configure The Financial Edge WebPortal. No matter which security
configuration you select, we recommend enabling your 1IS server to run Secure Sockets Layer (SSL). SSL
provides a level of encryption to all incoming and outgoing HTTP requests and is often used by online
banking or secure e-Commerce sites. SSL affords a level of safety to information traveling on the Internet.

Note: For more information about SSL installation and configuration, consult your 11S documentation and
@ the Microsoft and VeriSign websites.

This section provides basic information to consider when making decisions regarding WebPurchasing. We
recommend you discuss these options with your network administrator or firewall vendor.

Your users can access WebPurchasing and Weblnvoicing via your intranet or the Internet.

 Intranet — You can run WebPurchasing and Weblnvoicing on a web server accessible only to users
logged into the internal network. This method secures your web server from Internet access because all
users are authenticated as valid users of the internal network. It does not provide access to the program
directly from your external website.

* Internet — The Financial Edge WebPortal can run on a web server visible on the Internet. This
configuration allows users to access the website from an external Internet connection.
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» Firewalls — If you plan to install The Financial Edge WebPortal on an Internet server, you need to

consider how to protect your Financial Edge database from the Internet. Blackbaud recommends
positioning the The Financial Edge WebPortal server in a Demilitarized Zone (DMZ) between two
firewalls. This reduces the chance of unauthorized access.

Confer with knowledgeable staff and consultants to select a security option that safely grants the web
server access to the database through the firewall. Your options depend on the make and model of your
firewall. For more information, we recommend you consult with your firewall vendor or network
administrator.

Examples of security options include:

» Opening a “pinhole” in the firewall. A pinhole is a designated port in the firewall that provides access

to the database. With The Financial Edge WebPortal, you can limit database transactions to the assigned
port.

Using packet filtering. Some firewalls allow access to computers within a specified IP address range. A
filter is added between the web server and the Internet to prohibit access to the web server unless a
predefined address is used.

Using Secure Sockets Layer (SSL). Secure Sockets Layer (SSL) is a data security method available as
part of your IS program. SSL encrypts all data passing between the web server and the client’s web
browser. The data is secure while in transit across the Internet and is decrypted at the client workstation.

Install The Financial Edge WebPortal

After you have reviewed security considerations and configured your web server, you can install
The Financial Edge WebPortal on the web server. We recommend the following installation
configurations:

Default Installation — If you choose the default installation, The Financial Edge WebPortal, its web
service, and The Financial Edge are all installed on one web server. This installation configuration uses
two firewalls with WebPurchasing installed between them in a DMZ. The front-end firewall separates
the Internet and the web server. The back-end firewall separates the web server and the database server.
For steps guiding you through this process, see “Install WebPurchasing using default installation” on
page 5.

Installation on two web servers — This installation configuration uses two web servers and two firewalls.
One web server hosts The Financial Edge WebPortal in a DMZ. The second web server resides in your
internal network and hosts the The Financial Edge WebPortal web service and The Financial Edge
components. This configuration creates a buffer zone between the internal network and the World Wide
Web. For steps guiding you through this process see, “Installation with Two Web Servers” on page 14.

We recommend you consult with your system administrator.

3% Warning: Blackbaud does not assist with the setup and configuration of your firewalls and web servers.
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Default Installation

With a default installation, The Financial Edge WebPortal, its web service, and The Financial Edge are
all installed on one web server. There are two firewalls in this configuration. One firewall separates

The Financial Edge WebPortal users and the web server. The second firewall separates the web server and
the database server.

Default Installation

Web Server #1(in DMZ)
WebPortal/ Firewall #1 WebPorr‘a.i
Internet Users Web Service

Financial Edge Components

Q
= S
\‘h
™
X
Database Server Firewall #2

> Install WebPurchasing using default installation

1. Browse to the WebPortal directory and run the “Setup.exe” file. You can use the Browse button to
locate this file.

: % Note: The WebPortal directory is located in The Financial Edge directory.

2. The InstallShield Wizard welcome screen appears.
3. Click Next. The License Agreement screen appears.

4. Read the license agreement, and if you accept the terms, select | accept the terms in the license
agreement. If you select | do not accept the terms in the license agreement, you cannot
continue with the installation.

5. Click Next. The Setup Type screen appears.
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10.

i The Financial Edge WebPortal - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs,
Please select a setup type,

(*) Complete

All program features will be installed. {Requires the most disk,
space. )

O Custom

Choose which program features you want installed and where they
will be installed, Recommended for advanced users,

blackbaud’

[ < Back ” ek = ] [ Cancel

]

Select Complete to install all the program features of
Click Next. The Destination Folder screen appears.

The Financial Edge WebPortal.

On this screen you can choose where you want to install The Financial Edge WebPortal. We

recommend you accept the default destination folder.

If you want to change the default location, click Change to access the Change Current Destination

Folder screen.

Browse to the folder where you want to install the program and click OK to return to the

Destination Folder screen.

Click Next. The Ready to Install the Program screen appears.

m
I

The Financial Edge WebPortal - InstallShield Wizard

Ready to Repair the Program

blackbaud’

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

< Back ” Install ] [ Cancel
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11. Click Install to begin the installation process. The Installing The Financial Edge Web Portal
screen appears, displaying the installation status.

i& The Financial Edge WebPortal - InstallShield Wizard

Installing The Financial Edge WebPortal

blackbaud’

The program Features you selected are being installed,

Please wait while the InstallShield Wizard installs The Financial Edge
‘WebPortal, This may take several minutes,

Status:

[ J

Cancel

When the installation is complete, the InstallShield Wizard Completed screen appears.
12. Click Finish. The Financial Edge WebPortal is now installed. Once installed, you must configure
The Financial Edge WebPortal for use.
» Configure The Financial Edge WebPortal

1. On the Windows taskbar, select Start, The Financial Edge, Web Portal, Configuration Tool.
The Configure The Financial Edge WebPortal screen appears.

WE The Financial Edge WebPortal Configuration - Main Portal

. . . , blackbaud
Configure The Financial Edge WebPortal
€3
Summary @ 1. Summary
‘wiebPortal Version: 7.84.49.0

o ) €3 2 webService
The Financial Edge Version: Te4410

The Financial Edge ‘WebPortal website:

Mot Configured €3 3 FEDatabase
The Financial Edge ‘WebPortal web service: 4

Mot Configured €3 4 Email

@ 5. Email Service

@ B. Attachments

Cancel | ()8 |




8

* CHAPTER

The Summary section displays the URL for the The Financial Edge WebPortal website and web
service and the service address for the remote setup. This information does not appear until it is
defined using the other settings of the configuration tool.

. To define the URL for your The Financial Edge WebPortal website, click Website. The Website

Settings screen appears. On this screen you designate the website and virtual directory for the
The Financial Edge WebPortal website.

W The Financial Edge WebPortal Configuration - Main Portal

blackbaud

Configure The Financial Edge” WebPortal
) websielin  hitp.//D-CN2HZD1 fest
-
Website Settings € 1. Summary

A virt_ual directory can be created to associate this web application to any
website. €4 2 website
Website: [Defait web Site -] €3 3 WebService
Wirtual Directory Mame: |test O 4_FE Database
Ul Culture |English (United States) | © 5 Email
Session Timeout: 20 minutes

@ 6. Email Service

™ This website will be configured to use HTTPS.

™ Enable Windows pass-through authentication & 7 Avachments
[T Use Basic Authentication (HTTPS required]

™ Do nat allow users to change their password

Cancel | | ()8 |

In the Website field, select the 11S website you want to use. The only websites available in this
field are the default and any others previously created in 11S.

In the Virtual Directory Name field, enter a virtual directory name for the

The Financial Edge WebPortal website.

In the Ul Culture field, select a default regional setup for your website.

In the Session Timeout field, enter the number of minutes the WebPortal can remain idle before
the user is logged out.

If your web server is configured to use HTTPS, mark This website will be configured to use
HTTPS.

If you want to use the Windows Authentication method to log into

The Financial Edge WebPortal, mark Enable Windows pass-through authentication.
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9. To define the web service that connects your website to The Financial Edge, click Web Service.

The Web Service Settings screen appears.

WE The Financial Edge WebPortal Configuration - Main Portal

Configure The Financial Edge WebPortal
e

Web Service Settings

The web zervice iz a web application that connects the website to The
Financial Edge. It can be used for 8P| access, but in general should be kept
inzide the firewall.

wiebsite: |

=

Wirtual Directory Mame: |

™ Do nat allow users to change their password

blackbaud

@ 1. Summary

€3 2 WebService

€3 3 FEDatabase

€3 4 Email
@ 5. Email Service

@ B. Attachments

Cancel | |

0K

10. Inthe Website field, select the 11S website you want to use. The only websites available in this
field are the default and any others previously created in 11S. The web service and the web

application do not need to run on the same website.

11. Inthe Virtual Directory Name field, enter a virtual directory name for the

The Financial Edge WebPortal web service.
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12. To select The Financial Edge database that The Financial Edge WebPortal will use, click FE

Database. The Database Settings screen appears.

W The Financial Edge WebPortal Configuration - Main Portal

Configure The Financial Edge WebPortal

a

Database Settings

blackbaud

@ 1. Summary

Databaze to uze: |

‘wieb Service connection settings:
7 Windows Authentication [LocalSystem)
@+ SOL Server Authentication

€3 2 WebService

=

€3 3 FEDatabase

€3 4 Email
@ 5. Email Service

@ B. Attachments

Cancel | |

ok |

13. In the Database to use field, select the Financial Edge database you want to use with

14.

15.

The Financial Edge WebPortal.

Once you select the database, mark the authentication method to use. This setting defines how the
The Financial Edge WebPortal web service connects to The Financial Edge database.

To configure email settings, click Email. The Email Settings screen appears. The email service
sends email messages when The Financial Edge WebPortal users choose to be notified of specific
events, for example when a requisition is approved or rejected.
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Note: The email settings are configured on the server hosting the The Financial Edge WebPortal
web service.

W The Financial Edge WebPortal Configuration - Main Portal

. . . - blackbaud
Configure The Financial Edge WebPortal
-
Email Settings € 1. Summary

" Do not send Email notifications  © Send Email notifications O 2. WebService

SMTF Host ! € 3 FEDatabase

SMTP Part: ™ Use TLS when connecting

User Mame: [ € 4 Email

Password | @ 5. Email Service

Send Email From: |

Send Emails gvery minutes ™ Include HTML in Emails € b Attachments

UBL: [

[ex: hitp:##Server ame v ebPortal)
Test Email |
Cancel | | oK |

a. If you do not want users to receive notifications, mark Do not send Email notifications and
continue to step 16.

b. If you want to receive notifications, mark Send Email notifications.
c. Inthe SMTP Host field, enter the address of your email server.

d. Inthe SMTP Port field, enter the SMTP port that transfers the email messages. Mark Use
TLS when connecting if your SMTP server requires TLS encryption.

e. Inthe User Name and Password fields, enter the username and password of an account with
permission to send email messages.

f. Inthe Send Email From field, enter the email address sending the notifications, for example,
webpurchasing@blackbaud.com.

g. Inthe Send Emails every [ ] minutes field, enter how often the email service should send
notifications.

h. If you want notifications sent in HTML format, mark Include HTML in Emails. If this
checkbox is unmarked, notifications are sent in plain text.

i. Inthe URL field, define how URLs are formatted within messages sent by the
The Financial Edge WebPortal email service, for example,
http://servername/webpurchasing or http://www.blackbaud.com/webpurchasing. The URL
should be accessible to all users.

J- To test the configuration, click Test Email. Enter an email address where the test message is
sent in the Send test Email To field. Click Send Email.
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16. To select the account that runs the email service, click Email Service. The Service Settings screen
appears.

W The Financial Edge WebPortal Configuration - Main Portal

. . . - blackbaud
Configure The Financial Edge WebPortal
Email Service Settings € 1. Summary
Use the following credentials to run the WebPortal Email Service. The user I
specified here should have access to the databaze if Windows Authentication iz O 2. WebService
used.
" Metwork Service Account O 3 FE Database

@+ Local System Account

4. Email
" Specific Account O A Emai

Uzer Mame: @ 5 Email Service

@ B. Attachments

|
Password: |
|

LConfirm Pazsword:

Cancel | ()8

17. Select a Windows account that has WebPurchasing role access:

» Network Service Account and Local System Account — Mark one of these options to use a
predefined local account.

* Specific Account — Mark this option if The Financial Edge SQL Server instance is set to
Windows Only Authentication mode. Select a Windows Account that has
The Financial Edge WebPortal role access to The Financial Edge database. Enter this
Windows username and password in the User Name, Password, and Confirm Password
fields. For more information about the Windows Authentication Method, see “Set Up
The Financial Edge WebPortal to Use Windows Authentication” on page 23.

Note: The selected Windows account also needs Log on as a service permissions on the web
/ % server.

18. To define the file types that can be attached to an invoice or requisition request, click
Attachments. The Attachments screen appears.

19. In the Maximum attachment size field, enter the maximum file size in kilobytes allowed to be
attached to an invoice or requisition request. For example, enter “1024” to attach files up to 1024
kb to an invoice or requisition request.
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20. To define allowable file types for invoice or requistion request attachments, click Add. The Add
to List screen appears.

=

Add To List

Mime type: |

Cancel

21. Inthe Mime type field, enter the file type, for example “image/tiff”, and click Add. The file type
is added to the list.

22. To save your configuration settings, click Apply.

23. To close the configuration screen, click OK. A message appears and notifies you that The
Financial Edge WebPortal is configured. Click OK to close the configuration utility. Your
website has been configured.

Note: Your The Financial Edge WebPortal URL appears as a hyperlink at the top of the
@ configuration screen.

> Restart the WebPurchasing Services

Once you have configured The Financial Edge WebPortal email service on the Configure The
Financial Edge WebPortal screen, you must restart Web Portal Services that sends the email
notifications.

1. On the Windows taskbar, select Start, Programs, Administrative Tools, Services. The Services
screen appears.

e Acton  Vew el

mEFRR @ > e »

LIl < sorvices fLocal)
‘Web Purchasing Services Name Description Shatus Startup Type Log On As ~
By Senart Card Maiages a... Hanual Loxal Servics
By treperee Eipsoecidl adninistration Consol Halber Ao shn... Hanual Local Sz
femt BS0L Server (MSSOLSERVER) Frovides st Started  Automatic Local System
s Server Active Drsctory Helar Lrisbles ... issbied Metwork 5...
D;;-’::“""\L R By S0l Server Agent (MESGLSERVER) [ Harual Loeal Sypstem
501 Server Broveser Provides 5... Divabbed Lol Srstem
BB S0 Server Ikearation Services Frowdsm...  Samed  Automsti Metwork 5...
B0l Server Repoeting Servioes (MSSOUSERVER) Manages, ... Stated  Aukomakic Lol System
SEaS0L Server Y55 Wiriter Frovisesth, Sated  Auomstic Loxal Srstem
By svstem Lvent Noticaton Mordtors 5. Stamed  Automstic Local Srstem
By Tansh Schechdor Frableia... Samed  Automatic Loeal Sypsem
G TCRIIP NetBIOS Heiper Frovides 5., Sated  Auomslic Loxal Service
B Tetephony Frowdes 1. Manusl Lol ystem
By Teinet Frablesar... Eisabled Loeal Service:
B Tenrrinnal Sevvices. Aoy e, Sated  Manual Lol Srstem
B Terminal Services Session Drectory Crisbles a ... Disabled [EE
By Themes Providesu...  Stated  Automatic Loeal Sypsem
By Liter ruptitie Power Supply Maiages a... Manual Lol Servics
ElpUiond Mansger Managest... Manual Local Syem
Byt Disk Sarvice Provides ... Manual Loeal Sypsem
Bl e Tooks Service Frovides 5.,  Sabed  Automstic Lol Srstem
Elipvobur Shadow Cogy Manages Manual Local Srstem
kK "wieh Purcharsing Services T
Gl wetshent, Ensbles Wi. Disabled Loxal Service
By windows auxda Monagesa.. Staed  utomabic Lacal System
Ry Winduws CardSpace Sevurety ... Manual Lol Srstem
Elywindows Firswalfintsrmat Conrction Shaning (IC5) Frowdesn... Disabled [EE
By windows Trage Acuisiion (WI4) Provides im... Dtsabled Lacal Servicn
By Windos Trsk b Hde, .. Manual Lol Srstem
Elnwindows Management [nstrumertstion Frowides & ... Stamed  Automatic [EE
iy Exterd... Monitors ... Hanual Lol System
Rl Windurs Fresseritation Foundation Fort Cache 3.0.0.0  Optinices .., Manual Loxal Service
Enwindows Time Mentancd.  Stared  Aubamatic Local Sarvice

2. Scroll down to Web Portal Services. Right-click the service and select Restart from the shortcut
menu.

3. To close the Services screen, select File, Exit from the menu bar.
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Installation with Two Web Servers

For this installation scenario, the The Financial Edge WebPortal website is installed on a web server and a
web service and The Financial Edge are installed on a second server. Two firewalls are also used. One
firewall separates the WebPortal website from the Internet and the second firewall separates the WebPortal
website from the web service and the internal network.

Installation with Two Web Servers

Web Server #1 (in DMZ}

WebPortal/ Firewall #1 WebPortal

Internet Users

e

User

L &
7-W

b
o
L] G @
N =
Web Server #2 .
Database Server Financial Edge Components Firewall #2
Web Service

» Install The Financial Edge WebPortal on the first web server

1. Browse to the WebPortal directory and run the “Setup.exe” file. You can use the Browse button to
locate this file.

2. The InstallShield Wizard welcome screen appears.
3. Click Next. The License Agreement screen appears.

4. Read the license agreement, and if you accept the terms, select | accept the terms in the license
agreement. If you select | do not accept the terms in the license agreement, you cannot
continue with the installation.

5. Click Next. The Setup Type screen appears.
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6. Select Custom to choose which components of The Financial Edge WebPortal you want
installed on the first server and where they will be installed. The Custom Setup screen appears.

i& The Financial Edge WebPortal - InstallShield Wizard
lfugtm“Setp . . ) .
blackbaud

Select the program Features you want installed,

Click on an icon in the list below to change how a feature is installed.

""""""""""" Feature Description
The Financial Edge WebPaortal

& Financial Edge WebPorka
(=3 ~ | The Financial Edge WebPortal Web Si
=0 - | COM Web Service

This feature requires OKE on
wour hard drive, It has 0 of 2
subfeatures selected, The
subfeatures require OKB on your
< | (% hard drive.

[ < Back ” Mesxk = ] [ Cancel ]

7. The Financial Edge WebPortal is the only program to be installed on this web server. You need
to remove the web service from this instance of the installation. Click the down arrow next to
COM Web Service and select This feature will not be available. A red X appears next to this
feature. If The Financial Edge workstation components are not installed on this server, the COM
Web Service will be marked unavailable.

i The Financial Edge WebPortal - InstallShield Wizard

Custom Setup

blackbaud’

Select the program Features you want installed,

Click on an icon in the list below to change how a Feature is installed.

Feature Description

The Financial Edge WebPaortal
COM service, Requires The
Financial Edge to be installed.

2 = v| The Financial Edge WebPortal
(=3 ~ | The Financial Edge WebPortal Web Si

COM Web Service

This feature frees up 7492KE on
wour hard drive.

[ < Back ” ek = ] [ Cancel ]

8. You also can choose where you want to install The Financial Edge WebPortal. We recommend
you accept the default destination folder.

If you want to change the default location, click Change to access the Change Current Destination
Folder screen.

9. Browse to the folder where you want to install the program and click OK to return to the Custom
Setup screen.
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10. Click Next. The Ready to Install the Program screen appears.

m
i

The Financial Edge WebPortal - InstallShield Wizard

Ready to Modify the Program

blackbaud’

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

[ < Back ” Install ] [ Cancel ]

11. Click Install to begin the installation process. The Installing The Financial Edge Web Portal
screen appears, displaying the installation status.

When the installation is complete, the InstallShield Wizard Completed screen appears.

12. Click Finish. The Financial Edge WebPortal is now installed on the web server and the
configuration screen appears.

13. To define the URL for your The Financial Edge WebPortal website, click Web. The Website
Setting screen appears. On this screen you designate the website and virtual directory for the
The Financial Edge WebPortal website.

EIEX

W The Financial Edge WebPortal Configuration - Main Portal =
blackbaud

Configure The Financial Edge WebPortal

{')ﬁ Wwebsite link:  http://D-CH2H 201 Aest
ot

Website Settings € 1. Summary
A virt_ual directory can be created to associate this web application to any
website. €3 2 website
Website: | Default web Site =] €3 3 RemoteWebService
Wirtual Directory Mame: |test
Ul Culture |English (United States) |
Session Timeout: 20 minutes

™ This website will be configured to use HTTPS.
™ Enable Windows pass-through authentication
[T Use Basic Authentication (HTTPS required]

™ Do nat allow users to change their password

Cancel | | ()3 |

14. In the Website field, select the 11S website you want to use. The only websites available in this
field are the default and any others previously created in 11S.



15.

16.
17.

18.

19.

20.

21.

22.
23.
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In the Virtual Directory Name field, enter a virtual directory name for the
The Financial Edge WebPortal website.

In the Ul Culture field, select a default regional setup for your website.

In the Session Timeout field, enter the number of minutes the WebPortal can remain idle before
the user is logged out.

If your web server is configured to use HTTPS, mark This website will be configured to use
HTTPS.

If you want to use the Windows Authentication method to log into
The Financial Edge WebPortal, mark Enable Windows pass-through authentication.

To define the remote web service that connects your website to the web server that hosts
The Financial Edge, click Remote Web Service. The Remote Web Service screen appears.

W The Financial Edge WebPortal Configuration - Main Portal

Configure The Financial Edge” WebPortal” blackbaud

6’\ Wwebsite link:  http://D-CH2H 201 Aest
o

Remote Web Service € 1. Summary

Address: |http:.-".-"Ioc:alhost.-"\:\u"ebService @ 2. Websile

Status meszage:

There was no endpoint listening at €3 3. RemoteWeb Service

http: #flocalhost M ebS ervice/LogOnS ervice. sve that could accept the
message. This iz often caused by an incomect address or SOAP
action. See InnerException, if present, for more details.

The remate server returned an emor: [404) Mot Found.

Cancel | | ()8 |

In the Address field, enter the URL of the remote web service. This information is defined on the
Configuration Tool for the web service server. See step 20 of “Install web service and The
Financial Edge on second web server” on page 17.

To save your configuration settings, click Apply.

To close the configuration screen, click OK. A message appears and notifies you that
The Financial Edge WebPortal is configured. Click OK to return to the configuration page. The
The Financial Edge WebPortal installation on your first web server is complete.

> Install web service and The Financial Edge on second web server

Before installing the web service, be sure The Financial Edge is installed on the second web server.
See The Installation Guide for The Financial Edge for more information.

1. On the Windows taskbar, select Start, Run. The Run screen appears.
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In the Open field, enter the path to the “Setup.exe” file located in the WebPortal folder. You can
use the Browse button to locate this file.

3. Click OK. The InstallShield Wizard welcome screen appears.

4. Click Next to the License Agreement screen. Accept the terms of the license agreement.

5. Click Next to the Setup Type screen. Select Custom to choose the web service components you

10.

11.

want installed on the web server.

On the Custom Setup screen, click the arrow next to The Financial Edge Web Portal Website
feature and select This feature will not be available. This prevents

The Financial Edge WebPortal from being installed on the web server. The web service should
be the only feature installed.

i& The Financial Edge WebPortal - InstallShield Wizard

Custom Setup

blackbaud’

Select the program Features you want installed,

Click on an icon in the list below to change how a feature is installed.

Feature Description

The Financial Edge WebPaortal
Website

2 = v| The Financial Edge WebPortal
The Financial Edge WebPortal Web 5
=0 - | COM Web Service

This feature frees up 18ME on
wour hard drive.,

[ < Back ” ek = ] [ Cancel ]

You also can choose where you want to install the The Financial Edge WebPortal web service.
We recommend you accept the default destination folder.

If you want to change the default location, click Change to access the Change Current Destination
Folder screen.

Browse to the folder where you want to install the web service and click OK to return to the
Custom Setup screen.

Click Next. The Ready to Install the Program screen appears.

Click Install to begin the installation process. The Installing The Financial Edge Web Portal
screen appears, displaying the installation status. When the installation is complete, the
InstallShield Wizard Completed screen appears.

Click Finish. The web service is now installed on the web server and the configuration screen
appears.
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12. To define the web service that connects your website to The Financial Edge, click Web Service.
The Web Service Settings screen appears.

WE The Financial Edge WebPortal Configuration - Main Portal

. . . . blackbaud
Configure The Financial Edge WebPortal
e
Web Service Settings € 1. Summary
The web zervice iz a web application that connects the website to The
Financial Edge. It can be used for &P| access, butin general should be kept €3 2 webService
inzide the firewall. —
Wwebsite: [ | €3 3 FEDatabase

Wirtual Directory Mame: | G 4. Email
@ 5. Email Service

@ B. Attachments

™ Do nat allow users to change their password

Cancel | | oK |

13. In the Website field, select the 11S website you want to use. The only websites available in this
field are the default and any others previously created in 1IS. Typically, you select the default 11S
website.

14. In the Virtual Directory Name field, enter a virtual directory name for the
The Financial Edge WebPortal web service.
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15. To select The Financial Edge database that The Financial Edge WebPortal will connect to, click
FE Database. The Database Settings screen appears.

W The Financial Edge WebPortal Configuration - Main Portal

Configure The Financial Edge” WebPortal” plackboud
@)
Database Settings €4 1. Summary
Databasetouser | <] | | © 2webService

web Service connection settings: €3 3 FEDatabase

7 Windows Authentication [LocalSystem) G 4. Email
@+ SOL Server Authentication
@ 5. Email Service

@ B. Attachments

Cancel | | ok |

16. In the Database to use field, select The Financial Edge database to connect to
The Financial Edge WebPortal.

17. Once you select the database, mark the authentication method to use when the
The Financial Edge WebPortal web service connects to The Financial Edge database. If you
select the Windows Authentication method, see “Set Up The Financial Edge WebPortal to Use
Windows Authentication” on page 23.

18. To configure email service settings, click Email. The Email Settings screen appears. The email
service sends email messages when The Financial Edge WebPortal users choose to be notified of
specific events, for example, when a requisition is approved or rejected.
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Note: The email settings are configured on the server hosting the The Financial Edge WebPortal
web service.

W The Financial Edge WebPortal Configuration - Main Portal
Configure The Financial Edge WebPortal

a

blackbaud

Email Settings € 1. Summary

" Do not send Email notifications  © Send Email notifications O 2. WebService

SHITF Host ! € 3 FEDatabase
SMTP Port: ™ Use TLS when connecting

Uzer Mame: |

€3 4 Email

Password: | €7 5 EmailService
Send Email From: |

Send Emails gvery minutes I Inchuds HTML in Emails € b Attachments

UBL: [
[ex: hitp:##Server ame v ebPortal)

Test Email |

Cancel | | ()3 |

® o o o

If you do not want to receive notifications, mark Do not send Email notifications and
continue to step 19.

If you want to receive notifications, mark Send Email notifications.
In the Host field, enter the address of your email server.
In the Port field, enter the SMTP port that transfers the email messages.

In the User Name and Password fields, enter the username and password of an account with
permission to send email messages.

In the Send Email From field, enter the email address sending the notifications, for example,
webpurchasing@blackbaud.com.

In the Send Emails every [ ] minutes field, enter how often the email service should send
notifications.

If you want notifications sent in HTML format, mark Include HTML in Emails. If this
checkbox is unmarked, notifications are sent in plain text.

In the URL field, define how URLSs are formatted within messages sent by the

The Financial Edge WebPortal email service, for example,
http://servername/webpurchasing or http://www.blackbaud.com/webpurchasing. The URL
should be accessible to all users.

To test the configuration, click Test Email. Enter an email address where the test message is
sent in the Send test Email To field. Click Send Email.



22 * CHAPTER

19. To select the account that runs the email service, click Email Service. The Service Settings screen
appears.

W The Financial Edge WebPortal Configuration - Main Portal

. . . - blackbaud
Configure The Financial Edge WebPortal
Email Service Settings € 1. Summary
Use the following credentials to run the WebPortal Email Service. The user I
specified here should have access to the databaze if Windows Authentication iz O 2. WebService
used.
" Metwork Service Account O 3 FE Database

@+ Local System Account

€3 4 Email

" Specific Account

Uzer Mame: € 5 EmailService

|
Password: | €4 & Attachments
|

LConfirm Pazsword:

Cancel | ()8

20. Select a Windows account that has WebPurchasing role access:

» Network Service Account and Local System Account — Mark one of these options to use a
predefined local account.

* Specific Account — Mark this option if The Financial Edge SQL Server instance is set to
Windows Only Authentication mode. Select a Windows Account that has
The Financial Edge WebPortal role access to The Financial Edge database. Enter this
Windows username and password in the User Name, Password, and Confirm Password
fields. For more information about the Windows Authentication Method, see “Set Up
The Financial Edge WebPortal to Use Windows Authentication” on page 23.

: % Note: This Windows account also needs Log on as a service permissions on the web server.

21. To define the file types that can be attached to an invoice or requisition request, click
Attachments. The Attachments screen appears.

22. To define a file type acceptable to attach to an invoice or requisition request, click Add. The Add
to List screen appears.

=

Add To List

Mime type: |

23. In the Mime type field, enter the file type, for example “image/tiff”, and click Add. The file type
is added to the list.
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24. To save your configuration settings, click Apply. On the Summary screen, the web service address
appears in the Service address for remote setup field. This the web service address you entered
on the Remote Web Service screen of the configuration tool in step 20 of “Install
The Financial Edge WebPortal on the first web server”. This address connects the web service to
the website.

Summary
“wiebFortal Version: 7.re.224.0
The Financial Edge Yersion: 7.78.654.0

The Financial Edge WebPortal website:
Mot Configured

The Financial Edge “WebPortal web service:

hittpc AASE S 00 webeervice/LoglnS ervice. svd

Service address for remote setup:
|http:.fa".-’-‘«ES2DDSJwebsewice

25. To close the configuration screen, click OK. The installation for your
The Financial Edge WebPortal web service is complete.

Set Up The Financial Edge WebPortal to Use
Windows Authentication

If The Financial Edge SQL server instance is set to Windows only authentication mode, you must
configure The Financial Edge WebPortal to use Windows authentication.

» Configure WebPortal to use windows authentication

Before you configure The Financial Edge WebPortal to use the Windows Authentication method,
you must add the Windows account you want to use to your SQL server instance and then to the
The Financial Edge WebPortal database role of The Financial Edge database.

1. From the Internet Information Services (11S) Manager, expand the Application Pools folder in the
tree view.

'€ Internet Information Services (IS) Manager

€9 Ble Action View Window Help =511
« BEXEFRE @ L]
©) Intemet Infarmation Services || Description Path
= %0 WEBPLRCHASINGOS (local '.LWahPur[haswngj??
& _J FTP Sites.
= mpplication Pools
+ g DeFaultAppPool
R Y FEOine

<Default Web Site>{\WebPurchasing. .
Bwebservice <Default Web Site={Webservice

R FEOnine
) web Sites

) Web Service Extensior
- 24 Default SMTP ¥irtual S¢

2. Right-click FEOnline and select Properties from the shortcut menu. The FEOnline Properties
screen appears.



24 *

CHAPTER

3. Select the Identity tab.

8.

=

FEOnline Properties

Re.cy.ciing I Performance | Health | Identity
Application pool identity
Select a security account For this application poal:
O predefined
User name: |BBNT'|,KimberIysm | [ Erowse
Password: | sessssssnes |
T —

Mark Configurable and enter a Windows User name and Password that can be authenticated on
the domain and has access to The Financial Edge database.

To save your changes, click Apply.
To close the FEOnline Properties screen, click OK.

Open The Financial Edge Web Portal Configuration screen and click FE Database. The Database
Settings screen appears.

The Windows Authentication option lists the username you entered in step 4 in parentheses.
Mark this setting and click Apply.

To save your changes click OK. A message appears to notify you that the changes were saved.

> Add user account to local group account of the web server (for Windows 2003 Server)

Follow these steps if you installed The Financial Edge WebPortal on Windows 2003 Server.

1.

From the Start menu, select Programs, Administrative Tools, Computer Management. The
Computer Management screen appears.

I, Computer Management

g File  Action “iew ‘Window Help g E‘J
s DmB @2

Q Computer Management (Local) Mame
= m Syskem Toals Cusers
Event Viewer Ecroups
Shared Folders
% Local Users and Groups
Performance Logs and Alert:
g Device Manager
=] S Starage
Removable Storage
Disk Defragmenter
Disk Management
& Services and Applications
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In the tree view on the left, expand the Local Users and Groups folder.
In the Local Users and Groups folder, double-click the Groups folder.

In the details pane, right-click 11S_WPG and select Add to Group from the shortcut menu. The
I1S_WPG Properties screen appears.

=

11S_WPG Properties

General |

@ I5_wPG

Description:

Members:

Q I'wfi_W-TEMP-2K35E

@NT AUTHORITYSNETWORK SERVICE (5-1-5-20)
@NT AUTHORITYSSERVICE (5-1-5-6)

@NT AUTHORITYSSYSTEM [5-1-5-18)

[ Ok H Cancel ]

5. To add a user account to the 11S_WPG group, click Add. The Select Users, Computers, or Groups
screen appears.

Select Users, Computers, or Groups

Select thiz object type:
|Users or Groups | [ Object Types... ]

FErom this location:

|pdnt.blackbaud.com |[ Locations... ]

Enter the object names to select (examples):

6. In the Enter the object names to select field, enter the user account and click OK.
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Setup The Financial Edge WebPortal to Use
Specific Accounts

Once you have configured The Financial Edge WebPortal to use a specific account on the Service

Settings screen of the Configuration Tool, you must grant batch job rights and web service processing
rights to the Windows account.

» Configure batch rights and service processing rights for specific user accounts

1. From the Start menu, select Programs, Administrative Tools, Local Security Policy. The Local
Security Settings screen appears.

‘il Local Security Settings

File  Action Yiew Help
El @
@ Security Settings Marme Description
(L& Account .P.D|ICIES [ account Palicies Password and account lockout palicies
= (8 Loca.l Palicies o [C®Local Policies Auditing, user rights and security options policies
+- (] Public key Policies (CIPublic Key Policies
+-[_] Software Restriction Policies

Soft Restriction Polici
+ .g IP Security Policies on Local Computer Liso wan? . rlc on Foldes i . .
.g IP Security Policies on Local ... Internet Protocol Security (IPSec) Administration, ...

2. In the tree view on the left, expand the Security Settings folder.
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3. Inthe Security Settings folder, expand the Local Policies folder and select User Rights
Assignments.

‘i Local Security Settings |Z| |E| fgl

File  Action Yiew Help

e~ @m &

@ Security Settings Policy Security Setting L
(8 Account Palicies Create permanent shared ohjecks
=8 Local po.licies. [R¥]Debug programs Administrators
% |t 0 P (&%) Denvy access to this computer fro,..  SUPPORT_388945a0
(2 Public Key Palicies Deny log on & a service
(1 Software Restriction Palicies Deny log on locally SUPPORT_388945a..,

.g IP Security Policies on Local Computer Deny log on through Terminal Ser...  ASPHET
Enable computer and user accoun...
Force shutdown From a remote sy...  Administrators

Generate security audits LOCAL SERVICE,ME. ..
Impersonate a client after authen... IIS_WPG,ASPMET,S...
Increase scheduling priority Administrators
Load and unload device drivers Administrators
Lock pages in memary

Log on as a batch job LOCAL SERVICE,SLU. ..
Log on as a service METWORK SERVICE. ..
E_h. e odibing fmd coe ik laa = dArimjghy - b

4. In the details pane, right-click Log on as a batch job and select Properties from the shortcut
menu. The Log on as a batch job Properties screen appears.

=

Log on as a batch job Properties

Local Security Setting

..: Log on az a batch job

BPHET

I5_w/PG

IUSR_W-TEMP-2K35E

I'wfak_W-TEMP-2K35E

LOCAL SERVICE

SOLServer2005M5 501U serfyM-2K35E VMLABSMSSOLSERVER
SOLServer200550LAgent serdviM-2K35EYMLABSMSSOLSERVER
SUPPORT_388345a0

Add Uszer or Group...

L Ok ][ Cancel ]

5. Click Add User or Group to grant the user account permission to log on by means of a
batch-queue facility.

Click OK to return to the Log on as a batch job Properties screen.
7. Click OK to return to the Local Security Policy screen.
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8. In the details pane, right-click Log on as a service and select Properties from the shortcut menu.
The Log on as a service Properties screen appears.

=

-
Log on as a service Properties E]EJ

Local Security Setting

i Logon az aservice

BSEMET

METwORK SERVICE

SOLServer20050 T5U zerdyM-2K 35E VMLAR

SOLServer2005M550LU serdvM-2K 35EVMLABSMSSOLSERVER
SOLServer2005M otificationS ervicesU serfv/id-2K35E VMLAR
SOLServer20058R epontS erverl) serfyid - 2K 35EVMLAB$MS SOLSERVER
SOLServer200550LAgent serdvi-2K 3SEVMLABSMSSOLSERVER
SOLServer200850LErowserl serfvh-2K3SEVMLAR

Add Uszer or Group...

[ Ok H Cancel ]

9. Click Add User or Group and to grant the user account permission to register a process as a
service.

10. Click OK to return to the Log on as a service Properties screen.
11. Click OK to return to the Local Security Policy screen.

Access The Financial Edge WebPortal

During the install process, you define the URL for The Financial Edge WebPortal website, on the
Configuration screen. Your security settings defined in Accounts Payable determine whether you have
access to WebPurchasing, Weblnvoicing, or both. If you have Supervisor rights, you can access both
applications. For more information on defining your security settings, see the setup chapters of either the
WebPurchasing User Guide or the Weblnvoicing User Guide.

» Access The Financial Edge WebPortal site

1. To access The Financial Edge WebPortal from a workstation using your browser, enter
“http://<web server>/<virtual directory name>" in the URL address box, where <web server> is

the computer name of your web server and <virtual directory name> is the name you selected for
The Financial Edge WebPortal website.

2. On the login page, enter your existing user name and password. The Supervisor user name and
password is the same for The Financial Edge and The Financial Edge WebPortal. Each time you
access the login page, you must enter your user name and password.
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Warning: For security purposes, we strongly recommend you periodically change the Supervisor
user name and password.

. To enter The Financial Edge WebPortal, click Log In. Your security settings defined in Accounts

Payable determine whether you have access to WebPurchasing, Weblnvoicing, or both. If you
have Supervisor rights, you can access both applications.

Note: To log out of The Financial Edge WebPortal, always click Log Out. Do not close the
browser because the program considers the license you are using active until the session expires. If
you have multiple users accessing The Financial Edge WebPortal, this may prevent someone from
logging on.

Note: An option to enable Multi-factor Authentication (MFA) was implemented in Patch 42. If the
Supervisor has enabled MFA, users will be required to enter an email address to receive a code via
email to complete the login process.
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